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- B EmR.
WE N BT ERIERS
B BB TR
L %71 2% 1 7 RS
WENHIBITE %ﬁ‘ﬂ‘%ﬁ & RIS setAppRunningBlock
132 .. N B, s AT 80
B EER ) Config
setAppRunningBlockMode
BOE B A RS 4
B
WHE ARG G N 2
BN 22 , i tApplInstallBlockM
| PRI st man, pign | S APl s1
- RSB,
BB N 2R B
B AE BRI L R
l Ml AL 322
BB N 2 %ﬁﬁ‘%%* A RIS setApplnstallBlockC
134 | = N B, IR 82
EEEE S ] onfig
setAppRunningBlockMode
BOE B A R A 4
B
B SRS AT i E N
135 srifilfEE N HIE | FIREE, Ei%EE P | forceAppKeepRunni -
7 IS PR R E R GE0R | ng
il B R EFIEAT
HEIE R EE AL NI A uninstallAppInBlack
136 ) 84
i List
A\\Zﬁ 1|27 1% #1 D
137 | R4 BB R 42 5513 ) H1 | setForbitUninstallatio ”
) R HA SRS, 223 | nList
T 44 VLA .
54 /\é n[)“ ] /\é l/‘n‘ M
TXE% kel &E? }E\H‘LJ\WID] 1 N setURLBIlockingMod
138 | iff) URL 24 | URL B HBAH, 85
- N v g €
BB SR YIS BBV
WE ARG A LUK
‘ . URL BAAREEL
RERGTLY | o AR -
139 | 1 URL ™ 4 4 WA — A IS AL B 44 | setURLBlockingConf o5
M TR SR IIRS | ig
o 2o, om oo A
setURLBlockingMode ¥
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R A e R AR
CEEE

TR APT pR BRI SB.
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6.3 WESHEIEAPI

TEAFRAE RIS ) oA B0 EE A S bR B2 L A B Y, A SR AN B, T3 ) eR B BT
YR “nlik” A%, TER1 EMCG-MTM-APIFEA BRI HEE . .2 EMCG-MIM-API &K B EFHES  “x” )
FRIERIA “AIE” s, KRR E SFREFAPITAVRHER “ 087 B,

7 R

NRAERS Bh &35 1 224, BRARASTIYE € LI APT (3. 4 AP AR &M, A S AP &
it B PR i (MTM=App) AL HN U7 Al A .

7.1 FNEER

1) I H & HKAPT FIMIM-App /& 8 1] (ML F2 2 B g K om B F & . 238, BT &L (T/ZSA
3001.01-2016) ) ARdEFF K IFIEMCG-App, FF HMTIM-Apps2 K HEMCGMEFE 40 & #E (EMD &M IE kAT
LT AR

2) FEENE BE 2 i B A BFEMCG-App &y M (I BhBE,  AUFEEMCG-App &2 TR AL S E ML

3) B é\ﬁﬁﬁmeEMﬁﬁ%

4) B e & AT EMIM-App 2 BUBL B IR AUEE mT D27 (i App, A& — N RAERED

7.2 RIURIE

an)> o>

<
B
b
B
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BEREE B 2
pemizmeees i o
' - | H—~<o] H 4
e T 2 A 5
sec e EIRICT (Bl

- JIRET

Bt

LT
B R

BEOER ZOREEE PN (MIM-App) 7EiHH &% IIRE APT 2
R A AT 2 AR A B B (Authenticate) i) 243 R 45 R A7
BUE R . CRG0HG MIM-App 4% FIHF & 4 %5 4 00E 15 4% 1% 45 MTM-App
BAEEE

FEEEIE  MTM-App 3BT MTM-App 2544 HEATIRAE.  IGAIF
MTM-App & 75 42 B EMCG E3 (“EMM” J& PEE 15 ) 25 44 (1 EMCG—App »

IEIRE] 1% MTM-App & EMCG-App, 3 H.J&F EMM J& MEiE 152%
£ 09, ) MTM-App #ZBUBLEIR [R1 BZRA4 AT, 75 3R [B] 25 1 AL

APl B MIM-App FEX BB A] 5, vl 52 b 20 P 2= ik
&R B E TS, HHERIhEE APT; FE A TR
AL, HZE MIM-App iB HizfT.

£ 2 RinEIEE P (MTM-App) RAURIE

[
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Al BB A 3 TR 2 AR 55 ot
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iR A
EMCG-MTM-API %ZIS: @ﬁ%ﬁ)‘(
(Android OS)
Fi A 1E#& fif 8] HE
Erw. GFF. & wikEs T i
10. W ke, s | O FIAAA L e s
1.1 K ] 20154E 4 H 26 H | &4
G 51 gk
1.2 Fr 201545 H7H B, XKl ReEg
CREE St
. ‘ Wi s ASHEEE
1.3 XKl BxcEH 201545 H 22 H o

18
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A1 HER

5 I 7 R R Bh 8 B A BB AR B4 0 (EMICG-MTM-A PI)JE 7 B H4 (R R PR U8 B SOk . R 3h 8
it A ) 3 PO R AR AR B SR AT = TR, VBB BB RS (EMMS) $RAEE 145 A Bt ST R o
BEE Y (MTM-App) » SCIU T 756 EMCG bRl (8 R 400 B 4% 10 G — i EL

ARTCRY 58 HIFEAS APT B2 7] 58 A VA% B 24 iy 5 B 75 ZE M e & AR DM BRI SS TR . — A ah 2
it 7 IR L FH A AN T BB o B A APT 4.

ARG RA AL 34 A APLEFT T .

A. 2 Android AT

Fah %[ AR EMCG-MTM-API #UE I & R4 R im B IR Z P (MTM-App) .
EMCG-MTM-API L\ Android JAR .77 34 £ E8 & 7E Android [#) Framework /= . EMMS JT X MTM-App
I 75 EEAE T RS A& EMCG-MTM-API [#15] F S0, 4%58: EMCG_MDM_SDK jar GER KNG ).
EAR$ 77752 W, Error! Reference source not found. .

EMCG-MTM-API & X T MTM &2, #4FN: EMCG MTM_Manager, & i #2015 53k 4T
st AR5 RIAT I P &% Rt s 2, e

BT 5
EMCG MTM Manager mtmManager = new EMCG_MTM_Manager();

JIAN R F e AR APL, - App ZEARLRR s 4n R 5 1 P AR APT U JE 75 IE

//retVal = mdmManager.authenticate();

/1 EMCG-MTM-API H s 8 BAA i, e 9l i BR 203 8 5E apk SR AF
int retVal = mtmManager.forcelnstall App(“/SDCard/apks/qq.apk™);

A.3 X 4& i B FNETTE AP
A.3.1  IEFEIBFEAPI

Class MtmBluetoothManager

FUt
WEAE BT, T8 PR AR 4 WA 1 % UK F ThEE . MtmBluetoothManager J& T
EMCG_MTM Manager 113K,

Class MtmBluetoothDevice

K
BFRAK, TR0 T 5%, OaEFEgrRE. BEARE, MAH. mac
MO A0 R A%

19
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A3.1.1 EFRES
int getState()
R -
RWOE T WEIRES, BT 7 % #1228 MtmBluetoothManager )77 7%
ZH U -
® [HiA]
To
® [ix[lfH]
> BLUETOOTH_STATE OFF
WA WA T CRHTIRAS
> BLUETOOTH STATE TURNING ON
W B IEAEAT T
> BLUETOOTH_STATE ON
WA B AT O B IR
> BLUETOOTH STATE_TURNING OFF
WA WA IEAE R L

A.3.1.2  IEFASEEIEHE

Set<MtmBluetoothDevice> getBondedDevices()

oA H
AR A RO & E R, & ReEE R,
SR
® [HiA]
o

® [iz[1]{f] Set<MtmBluetoothDevice>
CEC I Y e 5 8, B R R, R 1A null.

E=iUIE
WIS T RS AT BLUETOOTH_STATE ON IRZS, % API ¥4iR [\ empty seto
A.3.1.3  HEZF MAC Muit{E R 3REX

String getAddress()

PR AL -

AR S MAC #3E 5 8, fhiscg 2 i fli .
SRV

20



T/ZSA 52—2018
® [HiA]
o
® [R[nl{H] String
W REAE MAC Rk, 40¢00:11:22:AA:BB:CC”.
TR
o
A.3.2 WiFi EBIEFZ API
Class MtmWifiManager
FUi W] -
WiFi BT, 75 B R S 2 1 4% 1 % 15 WiFi Thfg. MtmWifiManager J& T

EMCG MTM Manager 512K,

A.3.2.1 SSID {EE23%kKEL
String getSSID()
BRI ] -
AIRAS T Wifi EHE1) SSID (M4 400 58, BES M INERE & iR
SR -
® [HiA]
To
® [ix[A{H] String
HT WiFi 81 SSID (LMK LT 15 H.
TR
N4 ST WiFi R IEAEEE T WiFi 8, A BE3REE], 75 U5R BN null.

A.3.2.2 Wifi K

int getWifiState()
PR KL -
SR WiFi R7
ZHER W -
® [HiA]
To
® [ik[H]
» WIFI_STATE DISABLED
WiFi 4T 2R AR

21
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> WIFI_STATE_DISABLING
WiFi 1E7E 5% ;
> WIFI_STATE ENABLED
WiFi 4T B B IRE
> WIFI_STATE_ENABLING
WiFi IEfEFF A
> WIFI_STATE_UNKNOWN
WiFi & T AT RIRPIRES, —MRAETF S 8 R M I R R AR A RIS A H B
EEFED:
o

A 4 REEINEEITH] API
ot 2 amdie X)L T REHEAT 12461 o
A4 EIEESEETEAPI

Class MtmTelephonyManager

KW :
M E RSB 25, 0T B PR A 2 R A5 1 % DU S5 B 2 g . MtmTelephonyManager J&
T+ EMCG_MTM_Manager 511K,

SIM -RHLE S, RAFEE . ISOER . AT M ZSAUE B (R IASREUERARAEED .

A4.1.1  SIMFEIESHEERIRE
String getLinel Number()
B UL
R4S SIM RHLE SISE S, A5 ) IEFIE &Rl
(7E: FHVSHARIA ARSI . A —Ha T AER, ZARHTRINEERK
AT SIS AE SIM K. )
SRR -
® [HiA]
o
® [R[A/{H] String
SIM K HLif 5.
HERHE:
o

22
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A4.1.2  SIMFATAMEAREEIRE
int getNetworkType()
R -
AI R4S SIM R AT R Lo N s R 8E 5, HEGrH Rl T .
ZHUL A -
® [HiN]
o
® [IR[Fl{H]
» NETWORK _TYPE UNKNOWN
R HE X 2% 2R R A
> NETWORK_TYPE_GPRS
LT HE 25258 GPRS;
> NETWORK_TYPE EDGE
LT EARE P 2% 2588 )y EDGE;
> NETWORK_TYPE_UMTS
YT HE W 45258 UMTS;
> NETWORK_TYPE HSDPA
TR M 25 257 5 HSDPA;
» NETWORK TYPE HSUPA
T HRE P 2% 2581y HSUPA;
> NETWORK_TYPE HSPA
B W 45 27 A HSPA
» NETWORK TYPE CDMA
LRTHIE R 2525 CDMA:  Either IS95A or 1S95B;
> NETWORK_TYPE _EVDO 0
AT EHE N 25288 EVDO revision 0;
» NETWORK TYPE EVDO A
B 25257 EVDO revision Aj;
> NETWORK _TYPE EVDO B
R EHE 252588 EVDO revision B;
» NETWORK TYPE IxRTT
AT EARE P 2% S8R0y 1XRTT;:
> NETWORK_TYPE_IDEN
TR 452 iDen;
> NETWORK TYPE LTE
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AT HARE P 2% 58y LTE;:
> NETWORK_TYPE EHRPD
T H R M 2% 25 0N eHRPD;
> NETWORK_TYPE_HSPAP
AT EE P 2% 5 0y HSPA+,
ey NP
o

A.4.1.3  SIM-F IS0 523KE
String getSimCountryIso()
BRI i ] -
A343 SIM R ISO (SIM RizE M ExR ML 8, gt it
SR -
® [HiA]
o
® [ix["{H] String
SIM R ISO (SIM iz E I EZRMAM) F-.
I
Too

A4.1.4 SIM FIRZEEEFREL

int getSimState()
ESEAGTILIEE

AT SIM RIREE R, WkR. RAPRAS. 52 pin @81, 72 puk @81, 75 % networkpin

RN R AFIRES o
SR -
® [HiN]
Too

® [R[FMA]
> SIM_STATE_UNKNOWN
SIM RAREARFH;
> SIM STATE ABSENT
SIM RERFIRES, AW I SIM -RAEZ 0 e &
> SIM_STATE PIN _REQUIRED

24



SIM K4bF PIN BB IR, TFEMH P #HiA SIM K PIN TS fE41;
> SIM_STATE PUK_REQUIRED

SIM R4bF PUK M8 e RES, FFEH i\ SIM |k PUK H5fig4;

> SIM_STATE NETWORK_LOCKED
SIM KA TP B IRE, TEE 2% PIN Hfig s
> SIM_STATE READY
SIM -R4bT- Ready JIR7E;
> SIM_STATE NOT READY
SIM 45 i%;
> SIM_STATE PERM DISABLED
SIM ~RE§1%;
> SIM_STATE CARD IO ERROR
SIM REii%.

¥a s BT

o

A.4.1.5 SIMEEEFHEEIRE

String getSimOperatorName()

BRACLEA -
A[3R45 SIM RIIZE R 4 -
SH:
® [HiA\]
T

® [ix["{H] String
SIM 18 & 7 44 K
EREHI:

SIM K42kt T- SIM_STATE READY AR7Z.

A4t 6  METERFESRI

String getNetworkOperatorName()

BR AR ] -
FRAEM IR B I8 E T 44
SRV
® [fA\]
o

T/ZSA 52—2018
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® [iX[hl{H] String
TS RS 3 W 2% 12 T 4 R
I
S P DM T #3044 3L

A4.1.7  BERINESEFNFIIFRR
String getNetworkOperator()
B UL
ARBCHHTE MR ) W 2532 E 1 1T F1AR IR (MCC+MNC) .
SR -
® [HiA]
Too
® [R[A/{H] String
T RS B I 25 18 R P SR IR (MCCHMNC) .
RS
S P EEEM T BN A H .

A4.1.8  BIFFIRZSIREL
boolean isNetworkRoaming()
BRI HR i ] -
SR E R, FIWR S RN, BHENHERI RN . WO A8 v BB R /AR I
EIRSS B A0 A 5

SRV
® [fA]
o

® [ix["]{E] boolean
true: FNAL TIBIEIRAS:
false: R4 THARIBUPIRAS .
TR I
S P EEEM T BN A H .
A 4.2 FEEZIRELAPI
A 4.2.1 IMEI (BB EFHIRIR) ESIKRE

String getIMEI()

26



B i ] -
SRECBE £ (A% A TR 4 B bR RS, AR S U E R & AR IR
OB ENE Y PAD W& ToIEARiR .
SRV
® [HiA]
o
® [iR[8l{H] String
Deviceld 15 ..

TR F I

A.4.2.2 ICCID (ICFRIME—IRAISHE) E525KEL

String getICCID()
BRI -

FREL ICCID(IC R HIME—IR A S0 5 B, S MU & AR .

SR -
® [HiA]
Too
® [R[A/{H] String
ICCID 5 5.,
TR
o

A.4.2.3 IMS1 (SIM KRIME—R PIRAISE) EEFKE

String getIMSI()
BRI Hi i ] -

IRI &) IMST AR RS R
SRV

® [HiA]

p
® [iR[8l{H] String
A IMSIE &

VE S

o

T/ZSA 52—2018
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A.4.2.4  NAC Htilt{Z 2 3RER
String getMacAddress()
BRI i ] -

HRIMAC HihEE R, LS D EFIR & AR I
SRV
® [HiA]
Too
® [ix[l{H] String
MAC Hutikf5E ..
R
To

A.4.2.5  IPHHERIREL
String getlpAddress()
BRI ]

PAFE BN IP b (E 8, Btgert A v
SR -
® [HiA]
Too
® [iX[h{H] String
IP HihikA5 5.
I
T

A42.6 FRENREME—FTIS SN
String getDeviceSerialNumber()
BRI HR i ] -
ARELB A ME— P 515
SRR -
® [fi\]
p
® [ix[7{H] String
DeviceSerialNumber 515 &,
Ese BUF

28



A.4.2.7

To
FREY ROM R &S5 82

String getRomVersion()

PR AL -
RIS BN [ ROM A S, st & Bz i .

SR -
® [HiN]
T
® [R[n/{H] String
ROM [RA S5 R

EEHI:

o
CPU fEMZ., M. MEMESFEERE

A.4.2.8
String getCpulnfo()

PR AL -
R CPU M REER, Mt Em R,

SR
LK PN

T

® [iR[FI{A] String
S ERE.

CPU & AN BIR MM S5
EEHI:
o

A.4.2.9 HEESK

String getBatteryLevel()
PR AL -

SRV
® [HiA]

o
® [iX[Hl{H] String

HEEE.

REHEERGER, s E R,

T/ZSA 52—2018
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AN E
o

A4.2.10 AEFENTAZEERIKRE
String getMemorylnfo()
BRI -
AT ROM BAEMITHZEREE, s as s,
SRV
® [HiA]
o
® [ix[Al{f] String
WA AT A A S
I
o

A 4.2.11 HNEEFEHIFEERIRER

String getlnternalStoragelnfo()

PR AL -
R BB P AAE At 22 1)K/, R T
SR
® [fA]
o

® [k [Hl{H] String
AR [R5 6 B A7 At 2 1) R/ IN B & 3R AR R T 22 A
EISE= AT
fait = e) AT L T A A

A.4.2.12 SD R{EEIKER
String getSDCardInfo()
BRI -
ARG - i F e 5 - TN N £ ol 1 8
SR
® [HiA]
o

30



® [ik[F{H] String

BN E Sk e P NGNY it a Sl s P S DT ¥

TEEF I
i 2 B T DO I T SR R

A.4.2.13 08 k7= 23REX
String getOSVersion()
BR A
PREBHREMRGAEE, HRKEE S,
SRV
® [HiN]
T o
® [R[A/{H] String
BEMNRGEE.
EEy e R
T

A4.2.14 BEBE

String getDeviceModel()

PR i ]
RGBT Model BIEEE, HLR& BTN,
SRV
® [HiN]
o

® [iR[8l{E] String
DeviceModel J& 1415 2
I
To

A.4.3  GPS {E23KEL API

A.4.3.1 GPS HEIIE {5 2 IRE

String getCurrentLocation()

BRI A1 B -
SRICHHT B A S B

SRV

T/ZSA 52—2018
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® [ffi\] String provider
i N1 provider.
® [X[n/{E] Location
REIA N EEE, BEREMSERE.
TE R
o

A.4.3.2 GPS RGMEFEIREN

String getLastKnownLocation()
SRR

PAFH AL BAG B WESRIA A . A,
ZHR I -

® [#iA\] String provider

1 N provider .
® [R[A/{E] Location
REIRH P A EEE, SEREMAE.
EEFEI:
To

A5 IMEIEEIREXAPI
A5 1 BEENHIERIRE
int getNumberOfCameras()
BRI -
PTG KANEL, R R EEI AL .
ZHUL I -
® [HiA]
oo
® [iR[AfH] int
IR [EE A KA
I
oo

A6 NRREESIRELAPI

A 6.1 FEEARESIT

32
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String getAppDataTrafficUsage(String appID);
B i ] -
SREUHE 2 A4 11 App Bl & H & .
SRV
® [’ \]String appID
BN HEF 4.
® [ix[5l{H] String
RIE1Z App W2 A5 5, BLE BE B AA i FRTIR],  ANES AR s B BILLE VA FE 1) 9 25 37
B, VRAIRE S WA
I
o

A 6.2 RELHAIREMNRHETIR
int getInstalled AppList(String [JreturnNames);
PR ] -
IREN B 2 AT 22 A4 513, 40 com.tencent.qq~ com.baidu.map %5
SRV
®  [f#fiHi]String [] returnNames
RE =R EREH, BE 2 App WA TFRH.
® [x[H]
»  ERRORCODE_SUCCESS
AT IEH;
> HAbE
i, VRN CHNRIGE X E.
Ep= e iBUIE
o

A.6.3 REEEBBHERE App IFAER
String getApplnfo(String appID);
PRSI
RUEE A M O App ARG R, B B4 RS K/ ARG, Eahik s,
P& B B S
SR -
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® [#i\]String appID
CIDNIAZER TS T
® [ix[A|{4] String

RIEFRE A E %5 App AR, XML 454, T ILFHsehs .

EEHI:
o

A7 B% AP FRER
int authenticate()
PR
MTM App H1iE EMCG & A& FBUEH MTM = A bR .
SHUL -

® [HiA]
T

® [ix[HlfH]
> ERRORCODE_SUCCESS
BRIy 5
> ERRORCODE_INVALIDSIGNATURE
APP AR

vE sy AU
T

A. 8 $EIRRLE X

BRI HOR F 3R [B1 4 R 8 AR

iR E X {i=A & X
ERRCODE_SUCCESS 0 PR ECAT IE
ERRCODE_UNKNOWN -1 AR FI IR
ERRCODE_EXECUTEERR -2 PATRIL
ERRCODE_PERMISSIONERR -3 PR i 1%

RILBIXT SR (an SIM

ERRCODE_OBJECTNOTFOUNDERR -4 WIFL ¥4 . 16 728

34
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ERRORCODE_INVALIDSIGNATURE -11 APP 22 E B TEAL
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iR B

EMCG-MTM-API BB EEEE X

(Android OS)
AR (== i) 1] %0
F5. 5P XK WIkE Sy Tk it
10 W ke e | ORI e
1.1 7K 2 [F 20154 H20H | &HES
R4 57, gk
1.2 T 201545 H7H E. Xl R
SRS St
XK. BHCE . 5k SH8HSE, £
1.3 e 2015 46 H 14 .-
BN e R R
1.4 By 20154F 6 H 21 H | . 4.3.7 BN
&4 setPassword
2 5| 4%
1.5 T 201546 H 23 H Rl AR

oS
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B. 1 ik

AN I 3R B B ¢ i B R R A 42 0 (EMICG-MTM-API) i 2% e U R P P Ud W SRS - R 3 2
R 24 i i 3 P AR HE AR B e B AT 7= ok, RNE BB EE RS (EMMS) R4EE (K3 AP T R & om
HEFE (MTM-App), SEILAFTA 54 EMCG bRl 2om B4 80— ATil~ TR EE i HERN 4%
il .
W =2 AP 1) MTM-App DA 20& EMCG 2544 11 App, H AU BNLHIZALE 75 T i H =2 APL.
ASCRYBR AL 105 4> APL A 7%
B.2  Android ARME
EMCG-MTM-API U Android JAR 77 5 E 2% I3 £ Android ) Framework /Z. EMMS JF &
MTM-App I 7 BAETF R IFE A& EMCG-MTM-API 115 I SC#F, 485 : EMCG_MDM_SDK jar (VE
BERK/NE)., BARMEH 772 Error! Reference source not found. .
EMCG-MTM-API € . T MTM & # 2, &FN: EMCG MTM Manager, JT & T I 75 Z 4 Sk
ITZRI LB, AR5 RIAT O A & Rk G R 8, e
1155 G
EMCG_MTM Manager mtmManager = new EMCG_MTM Manager();

/140 SR e B H R AR APL, App ZUAERLUR ;
retVal = mdmManager.authenticate();

/] EMCG-MTM-API s BART %5, f: sl R 20346 % apk B AF
int retVal = mtmManager.forcelnstall App(“/SDCard/apks/qq.apk™);

B.3  MIKECEMEIE API
B.3.1 APN EIETZ API
Class MtmAPNManager
i
APN BT, DT8P A8 2 0m % (1 & 00 APN IJfE. MtmAPNManager J& T
EMCG_MTM Manager ZE[1F .

B.3.1.1 {5 E APN

List<String> queryApn()
BRI 150 B -
#ififEE APN.
ZHL
® [ \] Map<String, String>apnparam

fREE U APN TR ILIC I RS, o — AP EE 20 K52, F 25 name. apn.
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mcc. mnc. numeric. user. password. server. proxy. port. mmsport. mmsproxy. mmsc

authtype. current. type.

® [X[H{A]
> REFTEWE] APN [ id 5113
PAT IEH;
>  null
REHKEF
I

i TE R MTM-App S UE A A (A Authenticate) .
B.3.1.2  JRMWAPN

String addApn()

PR U ] -
#M APN.

SH
® [l \] Map<String, String>apnparam

APN BB 24, 32 4%5 name. apn. mcc. mnc. numeric. user. password. server. proxy.

port. mmsport. mmsproxy. mmsc. authtype. current. type.

® [ix[EIH]
> id
AT IEH, IR [EFTEIN APN ) id AR
> FiAth A
AR, VRN “HRRIDE LT AT
e RP

A EFH G 5E R MTM-App G4 MERI R EC H (I Authenticate) o
B.3.1.3 HHIB&+E E APN

int deleteApn()
BRI i ] -

kR 45 € APN.
ZHL

® [%iA\] String id

B AR apn BRI, %75 BT LA apn 3HL

® [i[alf]
> ERRORCODE_SUCCESS

AT IET;
> HAthdE
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Bz, VRN “HRRIDE X EAT.
I
TR TE R MTM-App S MERI A (G Authenticate) .
B.3.1.4  EFTAPN

int updateApn()
BRI £ 15 A -

BB APN,
ZHL A :

® [#i ] String id

Bt 5 5 apn FOAR I, 27 BT LA apn FRHL
®  [%iA\] Map<String, String> apnparam

Fr 5 58T apn (NACE 240, FE 4445 name. apn. mcc. mnc. numeric. user. password.
server. proxy. port. mmsport. mmsproxy. mmsc. authtype. current. type.

® [R[IfH]
» ERRORCODE_SUCCESS

PAT IEH
> HuAb Al
Hig, VRN “RTRIGE X FE.
Ese UE
I TE R MTM-App S IE R A (A Authenticate) .
B.3.1.5  ZEAIA APN

int setPreferApn()
BRI i ] -

BCEBRIN APN
SRV

® [#i\] String id

Bt 5 BEE NERIA apn FOARIE, % F-BCA] LAER R apn 3RER.

® [iR[AlfH]
» ERRORCODE_SUCCESS

AT IEH
> HoAth A&
Biw, VRN CHNRADE X ES.
vap AUE
TEEHILTE R MTM-App S ERI R0 A G Authenticate) .
B.3.2 VPN &IE API

A0 MIER AT ST VPN, EERAIKT VPN; 7T HZIAECE VPN 24, i ahivs 2 a8 asmfiii].
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B.3.2.1  ZEifj VPN
List<String> queryVpn()
B K B -
i) VPN

SRV
® [#i1 \] Map<String, String>vpnparam

fRE AW VPN Prf ILRC R 8y, ol — ek 4>, PEIL androd Y4 VpnProfile 28 Wi
vpnparam N null, W3R [E 45 vpn 5155

® [iR[A{H]
> IR [A T A 2 VPN 1) id 51|38

PAT IEH
> null
REHI.
I
T TE R MTM-App S UE R A (A Authenticate ).

B.3.2.2 770 VPN

String addVpn()
PR ] -

N VPN, VPN Z401f I androd Y815 VpnProfile 5.
ZHR ] -

®  [#I \] Map<String, String>vpnparam
VPN LB 24, VPN Z47f . androd ¥iH5 VpnProfile 2.

® [ix[{H]
>id
PATIERG, R[] VPN [ id ARk
> HoAt
Bz, VRN “HRRIDE X EAT.
R
TR TE R MTM-App S IE R A (A Authenticate) .
B.3.2.3  fHIBRIEE VPN
int deleteVpn()
PR -
MIBRE E VPN
ZHL
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® [%iA\] String id
B IBR vpn (BRI, % BT LA vpn KL

® [R[nlfH]
» ERRORCODE_SUCCESS

PAT I
> HAt A
B, FEIL R E L EAT.
R
TR ZHIETE R MTM-App S AIERI A (] Authenticate) .
B.3.2.4 E#EE VPNEE
int updateVpn()
BRI AR A -
FHTiE T VPN FLE .

ZHUL -
® [#ii\] String id

Fr i 5EHT vpn FIFRIR, % 7B DL vpn SREL
®  [f#ii \] Map<String, String> vpnparam

BB VPN (R E 24, VPN Z407F I androd YiAY VpnProfile 25,

® [R[AlfH]
» ERRORCODE_SUCCESS

AT IEH
> HAbfE
iR, VEW “HRRADE 7 ET.
Ese UF
i BRI MTM-App S AIERT R £ A (A Authenticate)
B.3.2.5  FEIEIEE VPN

int connectVpn()
ESEAGTILIEE
HEHARE VPN,
SRV
® [#i\] String id
P a4 vpn BUFRIN, 1% FBT LA ] vpn 3RHX

® [R[IfH]
» ERRORCODE_SUCCESS

PAT IEH#;
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> HAhE
B, TEOL BRI E X H
R

i B SE T8 MTM-App S U IE R eRE R - G Authenticate)
B.3.2.6  HFFF VPN

int disConnectVpn()
ESEAGTEE
WiJT APN.
SRV
® [HiN]
o

® [R[nlfH]
» ERRORCODE_SUCCESS

AT 1L
> JeA g
Bz, VRN “HRRIDE X EAT.
Ee U
T EH R MTM-App S AIER R ECH A (I Authenticate) o

B.3.3 NFC EIEF API
> Class MtmNFSManager

R
NFS BB, 07978 B RE 20 1 £ 1% I NFS DhfE. MtmNFSManager J& T

EMCG MTM_ Manager 25125,

B.3.3.1 ) F0 521 NFC

int setEnableNFC()
BRI Kt B -
A8 R A VR NFC T 2E B9 A A .
ZH U -
® [%ii \]boolean enable
true: fCUF;

false: 2&1l,

® [R[IfH]
> ERRORCODE_SUCCESS

AT IEH;
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> HAhE
AR, VEDL CHERIDE X EAY.

Ep=e BUF
i B SE T8 MTM-App S U IE R eRE R - G Authenticate)

B.3.4 IEFEIEFI API

Class MtmBluetoothManager
K

o
<
)
IQ
<
3
lZ
<
]
=
B m
=
H
¥

B.3.4.1 RaiFmis EE g ZREEE

int setWhiteBluetoothType()

PR AL -
HACVFRIRE A W& A8, 5 HA B & . S PR . PC HIERIZH] .
SRV

®  [%ii \] List<int>bluetoothclass
88 RVFIEAE I R KM HIZR, HRAEUE T I BluetoothClass.Device N ' & .

® [R[IfH]
» ERRORCODE_SUCCESS

HATIEH
> HAhE
R, VENL “ERIRIDE L B

VER I
T EFH 5 MTM-App G4 MERI R EC H (I Authenticate) o

B.3.4.2 = EFRIFIE S ThEE

int setEnableBluetooth()

PR K B
BN SO VE IR S T RE .
SRR -
® [fii\]boolean enable
true: fOUF;
false: ZE1k.
® [ix[al{H]
® ERRORCODE SUCCESS
PAT IEW
o Ifh{H

R, VRN “HRRIDE X7 BT,

43



T/ZSA 52-2018

R
I TE R MTM-App S UIE R A (i A Authenticate ).

B.3.4.3 EIFMaFEFHZINEE

int setEnableBluetoothShare()
ESEAGTILIEE
A RISV I 3 5
SH:
® [%ii \]boolean enable
true: 0F;

false: 2%

® [ix[AlH]
» ERRORCODE_SUCCESS
AT 1L
> HofibfE
Bk, TEW “HNRIGE L7 EmS.
Ep=BUF
i B 58 MTM-App S U IE R eR# - G Authenticate)

B.3.5 WiFi &I F3 API

Class MtmWifiManager

Ui -
WiFi & #7235, 508 B R K 1 4 B % DU WiFi Ih 8 . MtmWifiManager J& T
EMCG_MTM Manager J5/1)12.,

Class MtmWifiConfiguration

i
WiFi 2% Hc B A5 228, HI Tk WiFi M2 15 S, s SSID. IAIERML. RE(E B WiFi
PYEXAE AR RS HIME— Id FRIR (netld) &%

B.3.5.1 WiFi &8z )7 s id 5%

List<MtmWifiConfiguration> getConfiguredNetworks()
BR £t B«

IREN WiFi 7 210 5% o
ZH U -

® [HiIN]

oo
® [ [Al{f ]List<MtmWifiConfiguration>
WiFi JE#E 7 sl WiFi S8 a#E RGO, 3% 18] null.
I
oo
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B.3.5.2 HIEFRIFWifi

int setEnableWifi()
PR Kt B«
ZR 1R FOVF WIFT D RE .
ZHLH
® [#iA\]boolean enable
true: fUVF;

false: 2&1l,

® [R[IfH]
> ERRORCODE_SUCCESS

PAT I 5
> HuAb Al
Bk, WL “HEIRAGE XL E
ey AR
T B 5E M MTM-App S A IERT R £ A (A Authenticate) .
B.3.5.3  BILMAVFWIFi #£Z
int setEnableWifiShare()
SRR
AR LA SVE WIFT L ThRE
ZHR I -

® [#iA\]boolean enable
true: O

false: Z&1k,

® [R[AlfH]
» ERRORCODE_SUCCESS

AT IEH;
> HoAt A
AR, VEIW “HRRDE X AT
R
T TE R MTM-App S UE R A (A Authenticate ).

B.3.5.4  EIMWiFi P4

int addNetwork()
bR i ] -
VNIn— 2k WiFi M2,
SRV

® [Hi A\ ]MtmWifiConfiguration config
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WiFi W28 EC B S50
® [R[FMH]
> netld

AT IERG, R[5 WiFi INEECE id;
> HAtAE
AR, VEL “AERILE X7 BT,

R
B 5E R MTM-App SRR 0A ] (A F Authenticate ).

B.3.5.5  MHB&WiFi 4%

int removeNetwork()

PR B R -
346 & 1) WiFi 2%,
SHE I -

® [#i\]int netld

Fr MR WiFi PIZECE ) id. netld f&2 WiFi MEEERIE RS —F 2R, BT
MtmWifiConfiguration H ] — N7 Bt . URIIFIEEET WiFi 25T, #B<2iR Al netid, 3 /MBE
Al LLiEIT getConfiguredNetworks SREUET A (1) CUEC B I (1) WiFi 4851158, £ WiFi MIZ5HCE
# 2% MtmWifiConfiguration H13RkHL,

® [R[{H]
» ERRORCODE_SUCCESS

AT -
> HAlE
AR, VEL CHERIDE X EAY.

R
i B H AL 58 MTM-App S M IE R R ECH - G Authenticate)

B.3.5.6 1B WiFi P4

int updateNetwork()

PR B B -
B4R 2 10 WiFi 4%,
ZHL :

® [} AN]MtmWifiConfiguration config
FIT i SR WiFi 45 AT B S 40

® [R[F{A]
> netld
HATIER, WiFi P4 E id;
> HAhAE

R, T “HRIRAYE LT E
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VER I
i E B 58 MTM-App S D ERT e A (A Authenticate).

B.3.5.7 IREBEMIIERAIWIFI ML

int enableNetwork()

ERAQUNF
BB ICERL T WiFi N2,
ZHL :

® [’ \lint netld
B8 LIS WiFi IEZARiR .
® [%ii A\]boolean disableOthers

B HHE WiFi %%
true TN B WiFi M%%, H 548 E M A0ER WiFi W45
false RN AMNEEH H e &%, K S0CERR WiFi M@ ERR T, 75 H e WiFi
TR .
® [R[FIH]
» ERRORCODE_SUCCESS

PAT I
> HuAb Al
iR, TN “HIRIE L7 B,
E e UF
I TE R MTM-App S IE R A (A Authenticate) .
B.3.5.8 ZFHIEERIWIFi ML

int disableNetwork()
SRR
ZERHAEE R WiFi M2%, 75 Wifi BRI, 1% WiFi 2R IR LAAN o
SRR -
® [#iAlint netld
FIT T 4% Fl WiFi X2 FIFR IR

® [Z[{H]
» ERRORCODE_SUCCESS

AT IET
> HAthdE
R, VRN “HNRIDE XL BT

R
B I5E R MTM-App S E R (A Authenticate ).

B.3.5.9  HRFFWiFi E#E
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int disconnect()
BRI 20150 B -
Wi T WiFi %4z .
ZH L
® [HiA]

p

® [R[{H]
» ERRORCODE_SUCCESS

AT IEH
> HAt A
B, FEIL “ERRAGE LT EAT.
ERFHI:
i B H G 58 MTM-App S A IE R e #CH - G Authenticate)
B.3.5.10  EFEM WiFi &E#
int reconnect()
PR L B«
HHTE U ATE R (AP L. WiFT 34z

SR
LK PN

T

® [R[nlfH]
» ERRORCODE_SUCCESS

PAT I
> JeAh
g, VEOL CRNRRGE X E.
Ep=e UF
i B SE T8 MTM-App S U IE R eRE - (A Authenticate)

B. 4 ARG TIREITH] API
B.4.1 ZRZIEE API
B.4.1.1 ) F1 521 home 52

int setEnableHomeKey()

R AL -
ZEIEANSCVF home HEIhBE. WIAZBNESH, PANIRE T FA VFUIHER
32 FHAE D

SR

® [#iA\]boolean enable

48
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true: O

false: 2%k,

® [R[nlfH]
» ERRORCODE_SUCCESS

PAT I
> FiAt g
g, VENL “CRNRRGE X E.
Ep=BUF
TR ZHIETE R MTM-App S AIERI A (] Authenticate) .
B.4.1.2  ZIEMAFREE

int setEnableBackKey()
PR U B «
AEA R VRR BT RE . WIAE S E R, BIREE R ARVFYIIRER . (Android 5.0 SCRFM
H88E)
ZHL
® [#iA\]boolean enable
true: fOUF;

false: Z&1k,

® [R[AlfH]
» ERRORCODE_SUCCESS

AT IEH 5
> HAbfE
BRAR, VR “HERRDE LT FES
VER I
i E B 58 MTM-App S D ERT e A (A Authenticate).
B.4.1.3 RiIERIEEML APP HBAFAIRRN

int setKioskApp()
ESEAGTILIEE
A SRV FH R R N F A e VR H 24 B0 SR, T8I Home $8 3[R B 428 i) B 5 2 FH 43
SE S5 1 350 2 S B N A
ZH
® [%iA\] String pkgName
fi € BN ) APP 4135 .

® [R[{H]
» ERRORCODE_SUCCESS

AT IEHA
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> HoAthE
Bw, VEIL “ERRIEE L BT
I
i B H G5 MTM-App S AMIER R EGH A (I Authenticate) o
B.4.1.4 i&ERGAE
int setDataTime()
PR Ei it B«
WHRGH A (CDMA ZunBRil g [m20, AT .

ZH UL -
® [#iA\] String year

G
® [%iA\] String month

H

® [%iA] String date
H

® [%i\] String hour
I}

® [#i\] String min
ﬁj\

® [%i\] String sec

»
o [Ef]
» ERRORCODE_SUCCESS

PAT IET;
> HAAE
Hik, VRN “HETRIGE X B,
vE sy AU
TR TE R MTM-App S IERI R A (G Authenticate) .
B.4.1.5 ZEEIA launcher
int setDefaultLauncher()
BRI -
HWE BN Launcher.

ZHU ] -
® [ A] String pkg

Launcher App L4
® [%iA] String className

50



Launcher App [J Launcher J [ activity %§ N4 o

® [R[AIfH]
» ERRORCODE_SUCCESS

AT IEH
> HAhE
AR, VER “HRRIDE X EA.

R
BRI TE R MTM-App S IER R (8 F Authenticate ).

B.4.1.6 P TS5 4=

int hideNavigationBar()

PR AL -
BER AT 2 7R AR 554
SR

® [#iA\]boolean enable
true: FRERAL 55425
false: EIRTESSF2.

® [R[AlfH]
» ERRORCODE_SUCCESS

AT TEH;
> HAt e
B, TEW R E LT EAT.
va s BT
i E B 58 MTM-App S D ERT e A (A Authenticate).
B.4.2 BIEEIE API
B.4.2.1  EIFFAFKELIEE

int setEnableSMS()
PRI «
B RV IOR BEAE ThEE
ZH UL :
® [%ii \]boolean enable
true: ﬁ:ifF,
false: 2%1k.

® [R[AIfH]
» ERRORCODE_SUCCESS

AT IER

T/ZSA 52—2018
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> HoAlfE
Bz, TEN “ERRIDE X T,
TR
i B SE T8 MTM-App S U IE R eRE R - G Authenticate)
B.4.2.2  XAFITHABNBEERE
int setEnableRadio()
ESEAGTEE
FIRTIFRS SN0 R LT, KIMRLT, FAEHTRIERR .

ZHUL -
® [%ii \]boolean enable

true: *Tﬂ:,
false: <M.

® [R[AIfH]
> ERRORCODE_SUCCESS

AT IEH
> HoAth g
Biw, VRN CHNRADE X ES.
I
T EHIL TR MTM-App S IERI R E R (A Authenticate)

B.4.2.3  i5{sMir

int deleteSMS()
BRI A1 B -
T A € 10E R N (RG-S 10) B N R S I REAS , BRI AR A A A4
ZHV
® [#i\] String address
BARN T,
® [ A] String bodyKey
RAE AR KRBT

WK address F1 bodyKey #2544 null, NFHEERICES; WK address 24 null,
9 null, WPCHC bodyKey; Wik address 424 null, bodyKey A4 null, WIGHC address; 40

R address fl bodyKey 258 null, WMHERFTA 15615
® [ix[FH]
» ERRORCODE_SUCCESS

PATIET,
> HAhE
B, VEIL “HERDE X BT

52
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VER I
i E B 58 MTM-App S D ERT e A (A Authenticate).

B.4.2.4  MHFREXEREA

int deleteContact()
ESEAGTILIEE

I VCHC 4 B S S, MR E R A .
SRV

® [#i\] String name

PR N4 .
® [#i\] String phone

BERANHIE 5.
15 name H1 phone A4 null, WP ERILACL; @15 name 4 null, phone A4 null, N
ULEC phone; IR name A4 null, phone A null, NIJLAC name; W15 name F1 bodyKey
¥29 null, MR BT OBER N .
® [R[alH]
» ERRORCODE_SUCCESS

AT IEH;
> HAth g
i, VL HERIE X T
R
I TE R MTM-App S IE R A (A Authenticate) .
B.4.2.5  BEIFIZRMIBR
int deleteCallHistory()
BRI £ 1 A -
T B B A T8 T e SR o
ZH
® [HiN]
T

® [iR[AIfH]
» ERRORCODE_SUCCESS

PAT IEH;
> HAMAE
R, EI “ER RIS E L B
RS
BRI TE R MTM-App S IE R (A Authenticate ).

B.4.2.6 FEHIE

53



T/ZSA 52-2018

int endCall()
BRI H i ] -

Here i
SRV

® [HiA]

p

® [R[{H]
» ERRORCODE_SUCCESS

PAT I
> HAbfE
Bk, TEW “HNRIGE T B
R FEI:
a2 HIE T MTM-App S AIERI R (A Authenticate) .
B.4.2.7 {XRiTRERMFAIEH
int setEnableOnlyEmergencyCall()
BRI «
BEMN SRR,

ZH UL :
® [%ii A\]boolean enable

true: PRIETE, [ OVFE 2T
false: ANPR fil38 i

® [R[IfH]
» ERRORCODE_SUCCESS

AT IEH s
> HuAb Al
B, VRN CHRRIDE LT EAY.
I
TS 5E R MTM-App S VIERI BB (A Authenticate)
B.4.2.8 ¥ LMz

int setEnableMobileData()

PR ER 1 B «
BB R VR S L DI RE
e QUNE
® [#iA\]boolean enable
true: TF;

false: 221k,
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® [iR[f]
> ERRORCODE_SUCCESS

PAT IR
> HAtE
g, VEOL “RNRRGE X FE.
Ep=e BUF
i E T MTM-App S AIERT R £ A (A Authenticate)
B.4.3 g&ITH| API

B.4.3.1 ImEERKIR
int reboot()
PR -

CIpuw s g =E2 38
SRV
® [HiA]

T

® [R[IfH]
» ERRORCODE_SUCCESS

PAT A
> HAbE
Biiw, VEOL “HSRRGE X .
Ee UF
TR EH 5 MTM-App G4 MERI R ECH H (I Authenticate) o
B.4.3.2  XITHEAXFRE

int setAirplaneOn()

PR I -
AR B B A Bl AT
ZHUL A :
® [HiN]
T
® [[FH]
» ERRORCODE _SUCCESS
AT I
> HARE
R, TEIL “HERRDE X EAT,
VER I
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TEEHILTE R MTM-App S ERI R A G Authenticate) .
B.4.3.3  TKATHER K
int setAirplaneOff()
B K B -
AR v B Ok M R AT
SRR -
LK PN
oo
o [iR[HfH]
» ERRORCODE SUCCESS
AT IEH
> HAbfE
iR, TENW “HBRAGE L7 ES.
ERHE:
A MTM-App SRS SAAT (T Authenticate).
B.4.3.4 XA
int shutDown()
BRI H i ] -
TREF L
SH:
® [HiA]
o
® [ix[AlH]
» ERRORCODE SUCCESS
AT 1L 5
> HAdfE
Biw, VRO “HRRRAYE X E.
R
T 58 A MTM-App S AR R E ] G Authenticate)o
B.4.3.5 REHE

int lockScreen()

R AL -

B s, MRS RaEEnRE.
SR

® [fiA]

56



o
® [R[HE]

» ERRORCODE SUCCESS

PAT I

> HAwfE

B, VRN “HRREDE X EAT.

Ese UE
T TR MTM-App S IERI R A G Authenticate) .
B.4.3.6 REMEM

int unlockScreen()

bR 50t B
e e, RS LeETE M.
ZH UL :
® [HiN]
T
® [x[FH]
» ERRORCODE _SUCCESS
AT I
> HARE
B, TEIL “HERRDE X EAY,
VER I

T TE R MTM-App S UER R A (A Authenticate) .
B.4.3.7  PiRFEEEXR

int setPassword()

bR 50t B
TR B BT .
ZHUL I«
® [%i\] String newPassword
B
® [R[nfH]
» ERRORCODE SUCCESS
PAT IEH
> HAhE
HR, TENCEIRAYE SO,
ERFHI:

T B FH 58 MTM-App G4 MERI £ (i Authenticate)

T/ZSA 52—2018
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B.4.3.8 mEH RE

int factoryReset()
BRI A1 B -

MR E W E, MR ERg e BT s .
ZHV

® [%iA]int flags

0: FRERH - Bodla s
e ANEERRA P s

® [R[AIfH]
> ERRORCODE_SUCCESS
AT IEH
> HAtfE
BHR, TR “ERRASE L B
FE R

T TE R MTM-App S IE R A (A Authenticate) .
B.4.4 HIEEFRFNE API
B.4.4.1  HREMIER

int uninstallEmail()
PR AL -

A S R P WIS A 25 S ) BRI
SR

® [HiA]

oo

® [iX[fH]
» ERRORCODE _SUCCESS
PAT I
> HARE
BiiR, VRN CHERRAYE XL B

TR
TR TE R MTM-App S IERI R A (G Authenticate) .

B.4.4.2  RiFIGRTHHEMIFR
int wipeApp()
BRI i ] -
AC R A IS FH F 1l Fof 2040
SRV

58



® [#i\] String pName
R4

® [iR[I{H]
» ERRORCODE SUCCESS
PAT IEH;
> HAhfy
B, TEN “HERRIDE X FAT.

R
T E 58 i MTM-App ST B 508 - R Authenticate) .
B.4.4.3 IRFER

void wipeData()

PR -
B HAREER
SR

® [#iA]int flags

0: HERRNE TS,
1: #EERANE == REHE-SD R

® [ix[alH]
» ERRORCODE SUCCESS
PAT 17
> HAmfE
B, TEM “HERRIDE X FAT.
R

B 5E R MTM-App SRR R 0A ] (A Authenticate ).
B.4.4.4  {L3HMIER

int removeVideo()

BRI B ] -
MR AR, Al Bt 2 A 42 A
SR

® [%i\] String pName

AR+ 4 . (Video Remove All RosMilBR A 0. )
® [R[AH]
» ERRORCODE_SUCCESS
PAT 17

> HAdfE

R, TR “HEIRBGE L7 EAY.

T/ZSA 52—2018
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R
I TE R MTM-App S UIE R A (i A Authenticate ).
B.4.4.5 EFAMFE

int removePicture()

PR AL -
BRI Fr s Bt B 2 g R 7 .
SR -

® [%iA] String pName

AR+ P4 . (Picture Remove All RaMHERATE KA. )

® [R[nlfH]
> ERRORCODE_SUCCESS
AT IEH s
> HAtfE
BER, TR “HBRAE L B
FE R

T B FH G5 MTM-App G4 MERI R EC H (I Authenticate) o
B.4.4.6  HEITXIMIBR

int removeSchedule()

PR S ]
MER H ik, b Eodl 2 2B R .
SR -

® [#i\] String pName

#42+ 304 . (Schedule Remove All FosMilBEArA Hiitkl. )

® [iR[AlfH]
> ERRORCODE_SUCCESS
AT IEH
> HAtfE
BR, PRI “EDIRADE L EAY,
VE R

T EFH I 5E R MTM-App G4 M ERI R EC (] Authenticate) o
B.4.5 #Dl, MANLITH] API

B.4.5. 1 B MGHR 1=

int setEnableClipboard()
PR AL -
FOVFANZE LR 5 F BTG o
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e QUNE
® [#iA]boolean enable
true: O
false: Z&1L,
® [RIFIH]
» ERRORCODE SUCCESS
AT IEH
> HARE
BEAR, TEIL “HRRADE X EAT,
ERHI:

TR T MTM-App S ERI R A (A Authenticate) .
B.4.5.2  #UFEHI
int setEnableCaptureScreen()
PR -
RVFFIZE I AR D RE -
ZH U -
® [#iA]boolean enable
true: fOUF;
false: 2%1f,

® [R[{H]
> ERRORCODE_SUCCESS

PAT IET;
> HAbE
BER, VRN CRERRAYE X B,
T F I
I TE R MTM-App S UE R A (A Authenticate ).
B.4.6 GPS #=HIFEIE T API
Class MtmGPSManager
FULH:
GPS il FIE FE 25, 17 37 B PR e 2 m i #5 11 % 00 GPS DJRE. MtmGPSManager J& T
EMCG MTM Manager K118,
B.4.6.1  GPS %l

int setEnableGps()
PR E it B«
OVF APP 375 (2 S IS A 2
SRV
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® [#i\] boolean enable
true: fﬂlti:,
false: Z%1k,
® [RIFIH]
» ERRORCODE _SUCCESS

AT 1L 5
> HAdfE
Big, TEW “HRRAGE L 'S,
R
i B SE 58 MTM-App S U IE R eRE - G Authenticate)
B.4.7 JFFRUZEOEF API

B.4.7.1 Br A iEIEO (iptables) ERAGL EEIE
int setEnablelptables ()
BRI «
FOVFEREE IR lC BT KBl K 1, BN AT .
ZHR ] -
® [%ii \]boolean enable

true: fD'LtF,
false: 2%1f.

® [iX[nlfH]
» ERRORCODE SUCCESS
PAT 17
> HAbfE
B, TEML “HERRIDE X FAT.
TEE I
T B I5E R MTM-App SRR R 0A ] (A Authenticate ).
B.5  SMZITHI API
B.5.1 USBE&EIETH API
Class MtmUSBManager
Ut
USB B HL1-3K, H5T8E FIR REAIm & 1) 45T USB Zjjfit. MtmUSBManager J& T
EMCG MTM Manager 25/,

B.5.1.1  USBiEiXiEX{=HI
int setEnableUsbAdb()

PRSI P
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FFJE A1 5% A USB ik
ZH UL :
® [%ii \]boolean enable
true: JT/2;
false: KM
® [RIFIH]
» ERRORCODE SUCCESS
AT IEH;
> HARE
B, FEW “HEiRAYE X7 EA
R
B 5E R MTM-App S E R 0A ] (A Authenticate ).
B.5.1.2 USB #7541

int setEnableUsbFunction()
BRI HCE ] «

AR A A USB B 22 USB @IS, RIEE USB 7£HIIRE.
SHA :

® [%ii \]boolean enable
true: fﬂl@,

false: 2k 1k,

® [iX[hlfH]
» ERRORCODE SUCCESS
PAT IEH;
> HAE
Hixk, TEW “HIRIE 7 EA,

TEEHII:
TS5 MTM-App S IERT R0 H (A Authenticate) .
B.5.1.3 USB-MTP f&i1

int setEnableUsbMTP()
BRI «
FVFAIZE IEJE F USB AR AL 4 o
ZHUL -
® [’ii A\]boolean enable
true: fOVF;
false: 21k,

® [iX[nIfH]
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» ERRORCODE SUCCESS
AT IEH
> HABE
B, VRN “HRREDE X FAT.
TR
TR MTM-App S IERI R A G Authenticate) .
B.5.1.4 USB-PTP #=l

int setEnableUsbPTP()
PR -
FeVEANAELEH F USB B F i .
ZHU
® [#iA\]boolean enable
true: FCF;
false: 2%1b.
® [R[alH]
» ERRORCODE SUCCESS

PAT IEH;
> HARE
iR, VENW “HRRAGE L7 'S,
vag AUE
I TE R MTM-App S IE R (8 F Authenticate ).
B.5.1.5  USB KRB EFN&ITHI
int setEnableUsbMassStorage()
BRI A1 B -
FVFFIZE IR USB KA A7 4 -
ZHUL
® [#iA\]boolean enable

true: FOVF;

false: 2Z&E1F.

® [iR[AIfH]
> ERRORCODE_SUCCESS
AT IEH s
> HAtfE
BR, PRI “EDRADE L EmAY,
FE R

T EFH G 5E R MTM-App G4 AIERI R E0 (I Authenticate) o
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B.5.1.6  USB i:-Fis#l
int setEnableUsbRNDIS()
AU F
FVFFNZE I USB MK .
S -
® [#iA\]boolean enable

true: FOVF;

false: Z&E1k.

® [R[H{H]
» ERRORCODE SUCCESS
AT IEH s
> HAbE
B, VRN “HERAGE L B

TR
BRI TE R MTM-App S IE R A (A Authenticate ).
B.5.1.7  USB W&t ZixH|

int setEnableUsbTethering()

bR 0t B
FFJEAISEH] USB M4 L=,
ZHULH
® [#i ] boolean enable
true: JFJA;
false: KM,
® [RIFH]
» ERRORCODE_SUCCESS
AT IEH
> HAthfE
AR, TEDL “HERAE X EAT,
VER I

I TE R MTM-App S UIE R A (i A Authenticate ).
B.5.2 {FfiZEIE API

B.5.2.1  T#fitiializ=l (SD 3k TF )
int setEnableSDCard ();
SRR
fRACVFMZE DT SD R A7k
SR :
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® [%i ] boolean enable
true: s
false: Z&1l.,

® [R[AIfH]
> ERRORCODE_SUCCESS

AT IEH
> HARE
B, VEM “HRPREDE X FAT.
I
T EH L TE R MTM-App S IERI R E R (A Authenticate)

B.5.2.2  ##H SDF

int mountSDCard ();
BRI Hi i ] -
HH SD K (TF ), MK ZEERy RN, BECR R4 App ViH SDCard.
ZHUL -
LIE PN
o
® [x[lH]
» ERRORCODE_SUCCESS
AT IEH
> HAbfE

Biiw, VRO CHRRRAE XL E.
R
B H L 5E A MTM-App S U0 INIERI R E 0 G Authenticate)
B.5.2.3  HIE SDF
int umountSDCard ();
PR Kt B -
#H# SD K (TF K), ZE1ERGM App Vil SDCard.
SH
® [HiN]
T
® [ix[AIfH]
> ERRORCODE_SUCCESS
PAT IEH;
> HAhE
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Bw, VEW “ERIRNDE 7 BT
R I
T B FHIE5E R MTM-App G4 M ERI R E0 H CF Authenticate) o

B.5.2.4  SDFiER

int eraseSDCard();
BRI A1 B -
5k SD R A B, T E N B R BN EAA R .
ZHUL -
® [#i\]int flag
0: R B
1: WEERANEAE R

® [i[alf]
» ERRORCODE_SUCCESS
AT IEH;
> HAbf
BEG, VEL CHRRADE S E.
EFEE B

B FHIE5E R MTM-App G4 A IERI R 20 (I Authenticate) o
B.5.3 1RI&LEIEFI API

Class MtmCamaraManager
FKULH:

BB TR, ST R R R A5 K % R4 Sk D) e . MtmCamaraManager J& T
EMCG MTM Manager 5[] 12%.

B.5.3.1 et S|

int setEnabledCamera ();

PR -
R FIFZE R L, R sl & 22 B F I S H] .
SRV
® [ A] boolean enable
true: Ja H;
false: Z5H.
® [ix[hlfH]
» ERRORCODE_SUCCESS
AT I
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> HARE
AR, VEDL CHRRIDE X =Y.
VERF I
i B H G5 MTM-App S AMIER R EGH A (I Authenticate) o

B.5.4 REHIFA API

Class MtmRecorderManager

Fui
KEEHTIE, 0T E FR R 2 B A% 1) & TSk B AH S T RE . MtmRecorderManager J& T
EMCG MTM Manager 152K,

B.5.4. 1 % 5 Xz

void setMicrophoneMute();

PR ER 1 B «
FOVFAIZE 1L 5 FH 22 50 AT S5 35 S5 81
e QUNE
® [#iA]boolean enable
true: Eﬁﬁ;
false: Z2ff.
® [ix[FH]
» ERRORCODE _SUCCESS
AT IEH;
> HARE
iR, VEIL CERRIDE X E|AT.
ER I

T TE R MTM-App S UE R A (A Authenticate ).

B.5.4.2  FEIidl

int setEnableAudioRecorder ();

SRR

RS YRR T D RE
SRR -

® [#ii ] boolean enable

true: Eﬁﬁ:

false: 22H.
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® [iR[IfH]
» ERRORCODE_SUCCESS

AT IE s
> HAbE
BER, VR “HPRAGE L A
RS
T EH 5 MTM-App S i VAIE R s R A (A Authenticate).
B. 6 N AIH-EIRFITH] API
B.6.1 NREE API
RT3 KT A ¢ v s N S U E

B.6.1.1  ECERMHRHE
int addMailConfig ();
BR AR PR
) it RGN INERAFRC &, 7 #F Exchange. POP3. IMAP %51k 5 .
SR

®  [%iiA\] String configstring
MEFETC A5 2, XML 250, 1 DLPHSA% 2.

® [R[AlfH]
> ERRORCODE_SUCCESS
AT L5
> HAifE
B, TR “ESIRADE XL E
RS T

TR EZ LT MTM-App S ERI A (] Authenticate) .
B.6.1.2  fHFREBHECE
int deleteMailConfig ();
BRI EA 1 B -
M % it R G HRLFRC B AR S o
SR -
® [iiA]

To

® [iR[FfH]
> ERRORCODE_SUCCESS
AT IEH s
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> HAbE
Bk, VRN CHNRIDE X7 BT
A E

i B SE T8 MTM-App S U IE R eRE R - G Authenticate)
B.6.1.3  EHHILE
int updateMailConfig();
BRI i ] -
M) 24 Uity R0 BT 7 di MSFRCE .  SCFF Exchange. POP3. IMAP %K 5.
SRV
® [%iA\] String configstring

MEAERC EAS S, XML 454, TP srA% 2.

® [IZ[AfH]
» ERRORCODE SUCCESS
AT IEH
> HAwfE
R, TEW “HRRAGE L EAT.
SRy MUTE

T TE R MTM-App S UEI R A (i F Authenticate ).
B.6.1.4  RENEZHFIBITHAVRGTIR
int getRunningAppList();
BRI i ] -

RIS ST IS AT R L4 5113%, 4 com.tencent.qq~ com.baidu.map %5 .
ZH U] -

® [ \]String returnNames

R E AR R, BEZA App WA TR

® [R[AlfH]
> ERRORCODE_SUCCESS
AT IEH
> HAtfE
BR, TR “EDRADE L EAY,
VE R

T EFH I 5E A MTM-App G4 MERI B2 (I Authenticate) o
B.6.1.5  FREVRHREFELER

String getApplnstallHistory();
PR KL -
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SREUER 222 g 2 205
SR
® [HiN]
T

® [R[A/{H] String

BB e ad s DL XML #8255 APP 223 H HAATR [A] |

RINERE R, g3 W
VER I
T EFH 5 MTM-App G4 M ERI R EC (I Authenticate) o

B.6.1.6  REaitEENAHIE
int startApp();
BRI «
JE SR E B4 TN H R
ZHUL I -
®  [#i \]String appID
TR HFEFA4, W “com.baidu.browser”

® [Z[{H]
» ERRORCODE_SUCCESS

PAT IE;
> HAbfE
Biiw, VRO “CHRRRAYE XL E.
R
T EH L TE R MTM-App SN IERI R ECH (A Authenticate) .

B.6.1.7 {ZILiIEENHi#E

int endApp();
BRI H i ] -
fEIETRE A BN AR
2 LEE
® [%iiA\]String appID
RN R P 4
® [iZ[al{H]
» ERRORCODE_SUCCESS
AT 05
> HAdfE
R, TR “HRRRGE XL EAYS
TEEHI:
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T B FH IG5 MTM-App G4 MERI R E0 H CF Authenticate) o

B.6.1.8  HBSMERFH BB NS
int setEnableAppAutoRun();
BRI Hi i ] -
HrEM B4R APP FEAL E JE Bh% ] .
S -
®  [#i\]String appID

NP4,
® [#iA]boolean enable
true: ¥sN;

false: MR
® [x[FH]
» ERRORCODE _SUCCESS

AT IR
> HAwfE
Biiw, VEOL “HSRRGE X E.
Ee UF
T TE R MTM-App S UEI R A (i F Authenticate ).
B.6.2 JRAENVIEFIEHITFE API

Class MtmBrowserManager
FULH:
JE A AR 25, J& T EMCG_MTM_Manager 25125
B.6.2.1 RIS IHEIEH

int setEnableNativeBrowser();

PRI -
25 1A SV R e R AR T A
SR .
® [#iA]boolean enable
true: FOVF;
false: 221k,
® [ix[FH]
» ERRORCODE _ SUCCESS
AT IEHA
> HAh{E

R, TEWL “HEIRAGE L7 EAT
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VS

i S SEE I MTM-App S IER) B A G Authenticate) .

B.6.2.2  HI5EEF cookie ITHl

int setEnableBrowserCookie();
bR i B -
AR 1R FR VN YE 2 A cookie
SRR -
® [#ii ] boolean enable
true: ﬁjifF,

false: Z%1k,
® [ix[FH]
» ERRORCODE_SUCCESS

PAT IEH 5
> HAdfE

BHR, PRI “HRRAGE L EAT

TEEFHI:

B 5E MTM-App S MIER R EC A (I Authenticate) o

B.6.2.3 FYa28 javascript 15l

int setEnableBrowserJavascript();
ESRAGTILEE
A8 - F0 S VR Sa A8 javascripte
SRV
® [%iA\]boolean enable
true: fCUF;

false: 2%1k,
® [iR[FH]
» ERRORCODE _SUCCESS

PAT IEH 5
> HAtfE

Bk, VRN CHNRIDE X7 BT .

TEEFHI:

i B H G 58 MTM-App S M IE R eR#CH - G Authenticate)

B.6.2.4 ST & OI4=HI
int setEnableBrowserPopWindow();
ESRAGILIEE

BRI SO VRN AR R

T/ZSA 52—2018
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e QUNE
® [#iA]boolean enable
true: L
false: 21,

® [R[AlfH]
» ERRORCODE_SUCCESS

HAT IEH;
> HAbE
BER, VRO CRERRAYE X BT,
¥a s BT
B H L TE R MTM-App S INIE I BR A0 A (U Authenticate)
B.6.2.5  FIYTEEBRNBEFTITH
int setEnableBrowserAutoFill ();
BRI -
AR B FR VI e AS 3 B A .
SRV
® [#iA]boolean enable

true: ﬁjifF,

false: Z%1k,
® [iR[FI{H]
» ERRORCODE_SUCCESS

AT IEH;
> A fE
BRAR, VR “HRRRDE LT TS
VER I
i E B 58 MTM-App S U ERT e A (A Authenticate).
B.6.2.6  FYTRE https REEHITHI

int setEnableBrowserSafetyWarning ();

bR A0 B
25 ROV B BT A AN 2 4 N A R
ZHULA
® [%ii \]boolean enable
true: ﬁ_}iq:,
false: ZE1k.
® [ix[FH]

» ERRORCODE SUCCESS
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AT IEH s

> HAhfy
R, FEW R E L EAT.
ER I
TE I 5E R MTM-App S IMIERT 208 A (A Authenticate) .
B.6.2.7  URL ializs#l

int setBrowserUrIBlockingMode();

PR AL -
VB N YA URL 1 i 28 1) S s
SR

® [’ A\lint blockingMode
URL 1 [ 4% il 522X
> 0: ZEFHVT R
> 1 B4 R,
> 2 EHAARER.

® [R[AlfH]
» ERRORCODE_SUCCESS
AT L5
> e
B, TR “EERREDE L EA
AN RTE

i B 58 MTM-App S U IE R eRE - G Authenticate)
B.6.2.8 RMAEERPEEE

int addBrowserBookmark();

BRI -
IFa) 01 W S D 525
ZHUL -
®  [#i\]String bookmarkName
FRELLFR;
® [’ A\]String url
545 Url okt
® [ix[Hl{H]
» ERRORCODE_SUCCESS
PAT IE;
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> HARE
AR, VEDL CHRRIDE X =Y.
VERF I
i B H G5 MTM-App S AMIER R EGH A (I Authenticate) o

B.6.3 NARIK. BITAMERFA API

Class MtmAppManager
Fui

N g s AT AR E BT, BT EMCG_MTM_Manager 25125,
B.6.3.1 FEMRENH

int forcelnstallApp ();

B
TR 22 BR AR App.
SR

®  [%i A\]String appFilePath
R % App XA #8A%

® [R[nlfH]
> ERRORCODE_SUCCESS
AT IEH s
> HAfE
BER, TR “EHRAE L B
E R

I TE R MTM-App S UE R A (A Authenticate ).
B.6.3.2  FRERENFNA

int forceUninstallApp ();

BRI i ] -
S| R R D B E BL44 App
SRV
® [%iA]String appID
REENEE App fL4%
® [iX[fH]
» ERRORCODE _ SUCCESS
AT IEH
> HARE
iR, VRN “HRRAGE L7 'S,
TR
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BRI TE R MTM-App S IE R (A Authenticate ).

B.6.3.3  EIFFRIFAFRE App
int setEnableApplnstallation();
R -
AR EF RV P e App, SR LEEAFETE SD RN AR, s idnt DL EE = J5
A% App.
ZH U -
® [%ii \]boolean enable

true: ﬁ_}iq:,

false: 2%1k.
® [R[FIH]
» ERRORCODE _SUCCESS

AT I
> HAdfE
HIR, L CHEREE S R
R
T B TE R MTM-App S UGERIREOAR (AR Authenticate). 251 7 %% App J&,
A48, MDM %5127 181d forcelnstall App() BRI A AT L2223 App.
B.6.3.4  ZEIEESITRFEIZ Aep
int setEnableAppUninstallation();
B H U B -
LTS VR P ENER App, GRS E R G ICE I B e 8T adb DK S =07 B BRI 2
App.
SRV
® [%ii \]boolean enable
true: fC'LtF,
false: ZE1F.

® [iX[A{H]
» ERRORCODE SUCCESS

PATIEHA

> HAfE

Bk, VRN CHRRIDE X7 BT .
TEEFHI:

TER 5 MTM-App SV IERI R ECR A (A Authenticate). 2E1EH %234 App )&,
A48, MDM %5127 181d forceUninstall App() B8 20 FH AT A28 App.
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B.6.3.5  ZILEAVFRFRITRHA Aop

int setEnableKillApp();

BRI A1 B -
ZE LTS VR FH P 9mAT R /R AEAR E App BUIRSS, BL4E H P AE R G CE ok M EE il L adb DA
=07 B AT R P Appe

ZH UL :
® [%iA]String appID
fRESLH App 8RS .
® [%ii \]boolean enable
true: ﬁ:ifF,
false: 2%1k.
® [R[FIH]
» ERRORCODE_SUCCESS
AT IEH
> HARE
AR, EDL CHRRIDE X =AY
VR

R H S 78 MTM-App S I ER R 20 (I Authenticate) .
B.6.3.6  EIEZIF adb 1TH
int setEnableADB();
PRI «
LA YEH P iEE ADB 23S EEIE App, EIEKET ADB PSR S8 =7 B EER A B4R ) D)
Ao
ZHULA
® [#iA\]boolean enable
true: FCVF;

false: 2211,
® [RIFH]
» ERRORCODE _SUCCESS

AT IEH
> HAdfE
iR, VRN CHERRAYE X ES.
bEy= AR
T TE R MTM-App S UE R A (A Authenticate ).
B.6.3.7  FIFEAITIEE App BT
int setEnableExecute App();
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BRI B«
EIEFM R RAERATIR E 4T App.
S -
®  [%iA\]String appID
B4R App 8RS -
® [#iA\]boolean enable
true: L

false: 21k,
® [RIFH]
» ERRORCODE _SUCCESS

AT IR
> HAwfE
B, VRN “HPREDE X E.
Ese BUF
T EH G5 MTM-App G4 MERI R EC A (I Authenticate) o

B.6.3.8  MIMIEERFE
int eraseAppData();
ESE/UIE
A S SN, R OG PHZ N H o
ZHR I -
® [#i\] String appID
fe%E App 04

® [R[IfH]
> ERRORCODE_SUCCESS

AT IEH 5
> HAhfE
iR, PN CHHRIDE XL E.
TR
T BT MTM-App S AIERT R £ A (A Authenticate) .
B.6.3.9  EIESRIT “SIENA” ThaE
int setEnableRecentApp();
SRR
ZR BB SO VE P R G <l N T Tl g
SRR -
® [#iA\]boolean enable

true: FCVF;
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false: 2%1k.
® [iR[AI{H]
» ERRORCODE SUCCESS

PAT IEH;
> HARE
iR, TEW “HRRAGE XL ES.
TR
7 B985 55 MTM-App & (I TERSE ST (T Authenticate).
B.6.4 NHAEARBRETFAAPI
Class MtmAppFilterManager
FKUi W] -
N A2 R pEThRE 72K, JB T EMCG_MTM Manager 251125,
B.6.4.1 RENAEITEREN
int setAppRunningBlockMode();
PR Kt B -
WHE App A&/H % I T EHI .
SRV
®  [%i A\]int blockingMode

App FEHIIRL:

> 0: FEHIBRA R
> 1 JE AL
> 2: AH AR,

® [R[nlfH]
> ERRORCODE_SUCCESS
AT IEH s
> HAfE
BER, PRI “HERADE L7 EA
FE R

T TR MTM-App S IERI R A G Authenticate) .
B.6.42 WENAETEIREERR
int setAppRunningBlockConfig();
SRR
WEMABTEERLREGR, WA RFENGEBLRIIRMALRIRER, Wi AH

setAppRunningBlockMode ¥ H 4 B 12 8L 1 44 B 4%
ZH U -
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o

[#1 \] String blockingConfigInfo
MHZBATEEIER R

I AT B A C B SR AR
<?xml version="1.0" encoding="UTF-8"?>
<APP_RUNNING BLOCK CONFIG>

<BLACKLIST>

<APPITEM>
<NAME>% i fx</NAME>

<APPID>com.test.aixiaochu</APPID>
</APPITEM>

<APPITEM>

<NAME>fi</NAME>

<APPID>com.unknown.kuaipao</APPID>
</APPITEM>

</BLACKLIST >
<WHITELIST>
<APPITEM>
<NAME>f#{§</NAME>

<APPID>com.tencent.weixin</APPID>
</APPITEM>

<APPITEM>
<NAME>F &% N1Z</NAME>

<APPID>com.baidu.ime</APPID>
</APPITEM>

</WHITELIST>

</APP_RUNNING BLOCK_CONFIG>

® [ix[nlfH]
» ERRORCODE _SUCCESS
PAT I
> HARE
Big, TEN “HESRRGE L ES.

TR
T BRI MTM-App S AIERT R £ A (A Authenticate)
B.6.4.3 RENAZREREIREN

int setApplInstallBlockMode();

SRR
BEE App /A4 2R HI R,
SRV

® [ \]int blockingMode
App TR

ol
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> 0: ZEHE AL R
> 1 AR R
> 2: JAH AL BRI,

® [R[nlfH]
> ERRORCODE_SUCCESS
AT IEH s
> HAtfE
BR, TEWL “ERRADE L B
FE R

BRI TE R MTM-App S IE R A (A Authenticate) .
B.6.4.4 IRENAREKERRERE

int setApplInstallBlockConfig();
PR AL -
WEMNHAZREEREGFR, WA RFENEEBLRIIRMALRIRER, Wi AEH

setAppRunningBlockMode ¥ H 4 B 12 8L 44 LA 4% o
ZH U] -

® [#i\] String blockingConfigInfo

N2 2 2 AR B LA S
IS P 22 2 R G B A A ORI T

<?xml version="1.0" encoding="UTF-8"?>
<APP_INSTALL BLOCK CONFIG>
<BLACKLIST>
<APPITEM>

<NAME>% ¥ [ </NAME>

<APPID>com.test.aixiaochu</APPID>
</APPITEM>

<APPITEM>
<NAME>1 Hi</NAME>

<APPID>com.unknown.kuaipao</APPID>
</APPITEM>

</BLACKLIST >
<WHITELIST>
<APPITEM>
<NAME>{#{5</NAME>

<APPID>com.tencent.weixin</APPID>
</APPITEM>

<APPITEM>

<NAME>H & il N\Vi</NAME>
<APPID>com.baidu.ime</APPID>
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</APPITEM>

</WHITELIST>
</APP_INSTALL BLOCK_CONFIG>
® [ix[nlfH]

» ERRORCODE SUCCESS

AT IE s
> HAbE
B, TEW R E LT EAT.
¥a s BT
i S SE5E B MTM-App S VIER) R A (A Authenticate)
B.6.4.5 EFIIEENAEIT

int forceAppKeepRunning();

B
B BBIGT RO A ISR, (03 B 0 3 L FTHE W F ET  309 BR
7.

BHH:

® [%i\] String keepRunningAppInfo
J5FH BRI AT B A EAE S
J FH R ) 12 AT A S T B A A SR

<?xml version="1.0" encoding="UTF-8"?>
<KEEP_RUNNING_APP CONFIG>

<APPITEM>
<NAME>% {H f</NAME>
<APPID>com.test.aixiaochu</APPID>
</APPITEM>
<APPITEM>
<NAME>{R fi</NAME>
<APPID>com.unknown.kuaipao</APPID>
</APPITEM>
</KEEP_RUNNING APP CONFIG>
® [R[FMH]
» ERRORCODE SUCCESS
PAT IEH;
> HAhE
R, TEW “HRRAEE L EAT.
ER I

BRI TE R MTM-App S UE R A (A Authenticate ).
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B.6.4.6  HEHEZBRNEHNNA

int uninstallAppInBlackList ();

PRI -
AR N 2 2% B BT S I T B R A o
S -
® [HiA]
T
® [ix[{H]
» ERRORCODE SUCCESS
AT IEHA
> HAtE
B, FEW “HEiRAYE X7 FEA
R

i 8 B MDM %% P iy S 473 DA 1) R E0R H
KT R 23 B4 5.5 W, setApplnstallBlockConfig BR%L 1 .
B.6.47 REZILHHNWEAEE LREA)
int setForbitUninstallationList();
SRR
WEAIEEEM N A, RN BB R IR R TEEE P B AT .
ZHR I -
® [#i \] String forbitUninstallation AppInfo
M EERERE R .
N IEAT B 1 B AR SR B T

<?xml version="1.0" encoding="UTF-8"?>
<FORBIT UNINSTALL APP _CONFIG>

<APPITEM>
<NAME>% Ji§ [ </NAME>
<APPID>com.test.aixiaochu</APPID>
</APPITEM>
<APPITEM>
<NAME>#1ffl</NAME>
<APPID>com.unknown.kuaipao</APPID>
</APPITEM>
</FORBIT_UNINSTALL APP_CONFIG>
® [iX[Hl{H]
» ERRORCODE _SUCCESS
PAT I
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> HARE
Bk, VENW “45iEmge X7 &Y.
VER I
i B H G5 MTM-App S AMIER R EGH A (I Authenticate) o

B.6.4.8 RERGALILEIA URL REHBERN

int setURLBIlockingMode();

bR H50E B
BB ARG LAY; i) URL Btz MM, [4 5 L mE .
S :
®  [#i\]int blockingMode
URL & il 2K

> 0: A AL R
> 1: A HEAL R
> 2: AR,

® [iR[AIfH]
> ERRORCODE_SUCCESS
AT IEH
> HAtfE
BR, PRI “EDRADE L EmAY,
E R

T B FH G 5E R MTM-App G4 M ERI R EC H CIF Authenticate) o

B.6.4.9 RERGALNEM RL BERBRERER

int setURLBlockingConfig();
PR ER 15 PA -
&, 18 f# A setURLBlockingMode #1522 44 FRLAF 2 81 [ 44 B 15
SR -

® [ \] String blockingConfigInfo

URL /T EHREE R . AT

<?xml version="1.0" encoding="UTF-8"?>
<URL_BLOCK CONFIG>

<BLACKLIST>
<URLITEM>
<NAME>Bad Url#1</NAME>

<URL>fakebank.com</ URL >
</URLITEM>

<URLITEM>
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<NAME> Bad Url#1</NAME>
<URL>www.getsomemoney.com</URL>
</URLITEM>
</BLACKLIST>
<WHITELIST>
<URLITEM>
<NAME> {2\l 4 P </NAME>
<URL>192.168.1.112</URL>
</URLITEM>
</WHITELIST>
</URL _BLOCK CONFIG>
® [Z[Al{H]
» ERRORCODE _SUCCESS

AT IEH
> HARE
AR, VEDL “HRRIDE X =Y.

VE ST

T TE R MTM-App S UE R A (A Authenticate ).

B.7 $HIRFIE X

BRI F AR RS E R
R E X B X
ERRCODE_SUCCESS 0 BRI EPIAT IR
ERRCODE_UNKNOWN -1 KA R
ERRCODE_EXECUTEERR -2 PAT R
ERRCODE_PERMISSIONERR -3 PR 1=

ERRCODE_OBJECTNOTFOUNDERR

RLFIXF R (U SIM =
WIFI W4 W54 45)

ERRORCODE INVALIDSIGNATURE

-11

APP 22 AF BT
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Foreword

This Standard is used by Android system MDM and API transfering operation system, it norms the
EMCG-MTM-API which is needed by Mobile Intelligent Management. It could solve the problem of

MDM API differences, the difficulties of the controlling various enterprise MDM devices, and etc.

The Standard can be applied to mobile intelligent terminal manufactures, EMMS suppliers, mobile

terminal operating system providers and evaluation agency, etc.

The Standard is much pratical, it applies “Real-name Calculation” theory and it orients with the
market trends of enterprise mobile informatization. It aims at the weakness of controlling Android
system and improves the development of Android APP, but not influenced the sales. It also
improves the current situation of lack of effective regulations and the increased of software security

threats .

Please note that some contents in this document may involve patents. Zhongguancun
Standardization Association shall not be held responsible for identifying such patents.

The standard was proposed and under the jurisdiction of Zhongguancun Standardization
Association - Technical Committee.

This standard was drafted by: Zhongguancun Cyberspace Affairs Industry Alliance; Huawei
Technologies Co. LTD; Lenovo Group; Trustmobi Co. LTD;Qihoo of Beijing Science and Technology
Co. LTD; Beijing Xiaomi Technologies Co. LTD;China Institute of Information;Beijing Syberos
Technology Co.LTD; Beijing Guoxin Networks Technology Co. LTD;

Chief drafters of this standard are:: Wang Ke Zhongguancun Cyberspace Affairs Industry Alliance
EMCG; Yi Pingping Huawei Technologies Co. LTD; Wang Pan Lenovo Group; Hu Wenzhuang ZTE
Corp; Liu Changshan ZTE Corp.; Zhang Jianguo Trustmobi Co. LTD; Ma Shaobu Beijing Syberos
Technology Co.LTD; Li Yiming Qihoo of Beijing Science and Technology Co. LTD; Nie Juhu Beijing
Xiaomi Technologies Co. LTD; Zhou Hongbin Beijing Syberos Technology Co.LTD; Min Dong China
Institute of Information.
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Introduction

With the rapid development of Internet and portable intelligent terminal technology, more and
more enterprise and governments start a new work pwttern and use the mobile phone and tablet
computer handeling their works. On this case, the related technical products enjoy the vast markets
prospects. At present, the mobile terminal on the markets could not meet the security requirement
of the enterprise information from equipment control and the software security. In order to sovle
the problem of mobile terminal security, the demostic and oversea manufacturers have
proceeded to think out various solutions.

The openness of Android system could support all kinds of manufacturers to push out different
Android mobile terminal brands, models and versions, but it is hard for MDM platform manage so
many different brands, models and versions at the same time as the lack of unified software
interface.

In order to meet the requirement of the compatibility for so many Android MDM brands and
versions, the EMCG organize a lot of manufacturers to research the standard of mobile terminal
management interface.

The standard could provide the unified terminal resource control software interface, improving
MDM compatibility and reducing system development and promotion costs.
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Enterprise Mobile Terminal Management API Specification

1 Scope

EMCG-MTM-API is standard based on this document, which is required by the management of
mobile intelligent terminal. Mobile intelligent terminal manufacturers offer the general mobile
terminal equipments based on this document. EMMS software programming staff develops the
MTM-App per the document to achieve the mobile intelligent terminal compatibility of various
brands and models.

The standard can be applied to mobile intelligent terminal manufactures, EMMS suppliers, mobile
terminal operating system providers and evaluation agency, etc.

2 Normative references

There are no normative references in this document.
3 Terms and Definition

3.1 EMM

EMM is to achieve the management of the enterprises employees to handle their mobile terminal
works by means of Cloud, which includes MDM, MAM and MCM, etc.

3.2 EMMS

EMMS is to achieve the function of EMM, which consists of mobile intelligent terminal, date
transmission channel and Cloud service of enterprise mobile terminal management.

3.3 MTM-App
MTM-App is an App installed on the mobile terminal; normally it is developed by the EMMS
suppliers and charge for the receiving & carries out the monitoring instruction which is sent out by
Cloud service of enterprise mobile terminal management

3.4 Cloud service of enterprise mobile terminal management

Cloud service of enterprise mobile terminal management is developed by EMMS supplier. It is

established on the enterprise of mobile terminal management or it could be served as a platform
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which can be offered the related information service. Cloud service of enterprise mobile terminal

management is to achieve the management of MDM, MAM and MCM by wireless network.
3.5 EMCG-MTM-API Transfering Authority Mechanism

The reason why designed the authority mechanism is to ensure the moobile security and standard

the superior API.(Please see No 7. Authority Mechanism )
3.6 App
APP is the abbreviation of application, it refers mobile intelligent terminal.

3.7 EMCG Official Certificate

EMCG Official Certificate is used for the signature release of EMCG-APP. (Please reference {The

regulation mechanisms of enterprise mobile terminal development, installation and operation
(T/ZSA 3001.01-2016)) )

3.8 EMCG-App

EMCG-App is released or signed by official institute. (Please reference {The regulation mechanisms
of enterprise mobile terminal development, installation and operation (T/ZSA 3001.01-2016)) )

3.9 Official Authority

Official Authority is an social organization defined by EMCG and provides standard service
assurance to EMCG. (Please reference {The regulation mechanisms of enterprise mobile terminal
development, installation and operation (T/ZSA 3001.01-2016)) )

3.10 EMCG(Enterprise Mobile Computing Group)

EMCG is established by Zhongguancun Cyberspace Affairs Industry Alliance

4 Abbreviation

API: Application programming interface
App: Application

BYOD: Bring Your Own Device

EMCG: Enterprise Mobile Computing Group
EMM: Enterprise Mobile Management

GPS: Global Positioning System

ICCID: Integrate Circuit Card Identity
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IMEI: International Mobile Equipment Identity
MAC: Media Access Control (Medium Access Control)
MDM: Mobile Device Management
MTM-API: Mobile Terminal Management-API
MTM-App: Mobile Terminal Management-App
SIM: Subscriber Identity Module
SSID: Service Set Identifier

WiFi: Wireless Fidelity

5 System Structure

To achieve the EMCG-MTM-API mobile terminal intelligence, configuration and monitoring under
the management of EMMS.

EMMS basic structure is showed as picture 1, which includes mobile intelligent terminal, data
transmission channel and cloud Service of Enterprice Mobile Management.

Mobile intelligent terminal can be enterprise specific equipment (only for enterprise mobile
business) or BYOD equipment (mix installation for enterprise mobile business and personal APP).
The mobile intelligent terminal should have EMCG-MTM-API calling mechanism (Please see No 7.
Authority Mechanism ). Also it could see the reference of EMCG ({The regulation mechanisms of
enterprise mobile terminal development, installation and operation (T/ZSA 3001.01-2016)) ) to
design.

EMCG-MTM-API is one of the components of operating system, it could receive system calls which
is sent out by MTM-App to achieve the control of mobile intelligent terminal.

: s
Operation system ]ayer: App layer : 1
1
| Secure channel =z | i ” 1
! sl :
2 ! 2 i '
=) ! = » ! .
o ! = LR T — MAM !
'E —> E ——> Mobile network« g i 1
= ' S < i !
> ! = 2 i !
(o}
) ! 2 < MCM :
| ! ;
1 1
! Lt o mmmmmm !
Cloud Service of enterprise mobile
Mobile intelligent

Data transmission channel . . .
P | intelligent terminal management |
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Picture 1 EMMS Structure

Cloud Service of Enterprice Mobile Management gives commands and instructions to MTM-App by
means of mobile network, which could achieve the management of mobile devices, status
monitoring, security policy and so on.

EMMS data transmission channel should use necessary security measures to ensure the security of
data transmission.

6 EMCG-MTM-API Classification

6.1 Basic API

Basic API (34 kinds of functions) could acquire the related devices equipment information that
MTM-App needs. Normally, MTM-App can call the basic API functions without authorization. The
basic API function is shown as below.



Table 1 EMCG-MTM-API Basic Functions
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Refering the
Network . . N
T configuration 3!
] & . management of APN. RE X
and managemen
API & VPN, such as Account .
No, password, SSID.
M= |
Subclass of Subclass Bluetooth i }%"
Bluetooth API Manager w5 X
8 73
R !
Bluetooth State getState * & X
BE.
Get Bluetooth ted .
Get Bluetooth .e ue 00_ connec-e B iR !
history information, . .
connected . ) ) getBondedDevices *5E X
] used in device security
history _ .
control setting.
Getti bluetooth MAC .
Get bluetooth agdrl:fs u?n(;(?rmation iR !
MAC address ] _ | getAddress *E X
. ) used in device security
information _ HE.
control setting
WiFi  Subclass R
Subclass N
Managememt S x5 X
API 2 4.
Getting SSID (Wireless
network name R
! | ) B
Get SSID | information , provide \
. o _ .| getSSID * & X
Information identity authentication
. Hi,
and device
identification.
WiFi State getWifiState BoR !
& X
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Fi.
It refers to the control of .
: . : BoR!
System Function | system functions which .
. . R E X
Control API is provided by the
: B
terminal.
Telephone No
information of SIM card,
Subclass of | ) .
- information state, ISO | Subclass iR !
elephone .
. , information could | Telephony * & X
Information . ) .
receive the information | Manager HX.
Management API
by type of network
information.
Getting SIM card Tel No
information, provide
identity authentication
and device
Get SIM card | identification.  (Please R
Telephone  No | noted that only parts of | getLinelNumber * & X
Information telephone No could FE
receive the info, if the tel
No data isn’t loaded into
SIM card, it could not
received.)
SIM card could | SIM card could get info B iR !
get info by | by network type to | getNetworkType * & X
network type calculate and audit. .
Get SIM Card’s | Getting SIM card’s info )
. getSimCountrylso 26
ISO Info to calculate and audit.
It could not get SIM
card’s state info in the
case of without card or
Get SIM Card . )
Stat unknown state, it will be | getSimState 27
ate
needed pin, puk and
network pin to unlock
and recover well state.
Get SIM Operator Get SIM Operator Name getSimOperatorNa 27
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Name me
R !
Get Network | Get Network Operator | getNetworkOperat oo Y
Operator Name Name orName
p B
Get Network
Get network operator
Operator : getNetworkOperat
registered sequence 28
Sequence ] ] or
_ identity (MCC+MNC)
Identity
Getting network
roaming state info to
Get Network | judge if it is roaming
Roaming  State | state. If yes, it could use | isNetworkRoaming 28
Info the method of setting
open/disable and data
synchronization.
Get equipment 28
device API
Get IMEI Info (Mobile
Get IMEI Info | Communication
(Mobile Equipment Identity ). iR
Communication | Notice: If it is without | getIMEI * & X
Equipment mobile communication HE.
Identity ) PAD, there is without
the identification
Getting ICCID Info (IC
Get ICCID Info | card’s unique .
(IC card’s unique | identification No), \
e . .~ | getICCID R E X
identification provide identity oy
No) authentication and e
device identification.
Getting IMSI  (SIM
card’s unique
Get IMSI (SIM | . . .
, ; identification), provide
card’s unique | ) o getIMSI 29
) L identity authentication
identification) )
and device
identification.
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Getting Mac address .
Get Mac Address | info rovide identit R !
’ p. _ y getMacAddress *E X
Info authentication and B
device identification. e
R
Getting IP address to N
Get IP Address 8 , getlpAddress *E X
calculate and audit.
.
R
Get Device Serial | Getting Device Serial | getDeviceSerialNu .
Number Number mber AR IE X
.
Getting ROM version, iR !
Get ROM Version | used in device | getRomVersion * & X
management setting. Hi.
Get CPU Getting CPU usage rate,
e usage .
. bg number, frequency and B R
rate,  number, :
item No info, used in | getCpulnfo *E X
frequency  and _ , s
_ _ device security control FE
item No info )
setting.
Getting battery level, % !
Get Battery Level | used in device security | getBatteryLevel x5 X
control setting. .
Get total memory ® !
Get Memory Info | capacity info and | getMemorylnfo * & X
available info. %.
Goin back  inside % !
Get Internal & ] getInternalStoragel il R\
St Inf memory capacity and ‘ *E X
orage Info nfo
& available space. Hi.
Going back outside B R !
Get SD Card Info | memory capacity and | getSDCardInfo x5 X
available space. Hi.
Getting OS version, used
OS version in device management | getOSVersion 32
setting.
Device model Getting device model, | getDeviceModel MR
used in device * & X
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management setting. B
R !
Get GPS Info API *%E X
L.
= 1
Get GPS current | Getting current device ) il R\'
, o getCurrentLocation *E X
location location info
Fi.
Getting current users g
Get GPS Last | location info, such as | getLastKnownLoca 5o X
Known Location | latitude and longitude | tion N
. .
and time.
Get  Peripheral
phera 34
Info API
Getting No of cameras, B iR !
Get Number Of etNumberOfCame N
used in device | & x5 X
Cameras . ras
management setting. k.
Get APP Info API 34
Getting App data traffic, , B!
tAppDataTraffi .
App Data Traffic | used in device | BEPPRARITANIC * & X
. Usage
management setting. F%.
Getting installed lsit, % !
Get Installed App e : ) % }%\
list such as com.tencent.qq, | getlnstalledAppList * & X
com.baidu.map and etc. .
Getting specific installed
App info, including
... | program name,
Get specific . ) .
version,size, time length | getAppInfo 35
package App Info .
and start-up times, used
in device management
setting.
High level API | Terminal authorization
calls MTM-App calls | Authenticate 35
authorization high-level APL

Please see the reference of appendix A & C for the specific definition of basic API.
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6.2 High-level API

High-level API (total 105 functions) define another APIs (except 6.1 basic API), which
comprehensively and deeply implement the control of enterprise mobile terminal. High-level
MTM-App API must be signed by EMCG and authority mechanism before called the high-level API
functions. Below table 2 is EMCG-MTM-API high-level function.

Table 2 EMCG-MTM-API High-level Function

Function Description Function Name

Refering the
Network ) .
. . configuration
configuration
d management of APN . 45
an
VPN, such as Account No,
management API
password, SSID.
3
APN Subclass Sublass f§ %
Management API MtmAPNManager
.
iR
1 Query APN queryApn P 3:5'8
FE.
iR
2 | AddAPN addApn R X
FE.
Delete Specific
3 deleteApn 39
APN
Update APN updateApn 40
5 Set Prefer APN setPreferApn 40
Add, delete and update
VPN VPN, connect and a1
Management API | disconnect VPN; could set
parameter automatic,

10
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which used in device
security control setting.
HR!
6 | Query VPN queryVpn AxE X
HE.
7 Add VPN addVpn 41
Delete Specific
8 deleteVpn 42
VPN
Update Specific
9 VPN updateVpn 42
Configuration
Connect Specific
10 connectVpn 42
VPN
HHiR!
11 | Disconnect VPN disConnectVpn RIEX
B
ey
NFC Control Sublass fﬁi&
Subclass API MtmNFSManager
g A,
iR
12 | Set Enable NFC setEnableNFC RE X
FH&.
Bluetooth Subclass HIR!
management MtmBluetoothAdapt AKX
subclass API er .
Only enable specific type
of Bluetooth, such as .
Only Enable _ _ HR!
. Bluetooth equipment, setWhiteBluetoothT .
13 | Specific type of dio and vid AiE X
audio and video e
Bluetooth ] yp .
equipment connected
with PC.
ix!
Set Enable Open or off the Bluetooth %}%‘
14 _ setEnableBluetooth AKE X
Bluetooth is acceptable. A
Set Enable
Set Enable Bluetooth setEnableBluetoothS
15 | Bluetooth Share ] 45
i Share Function hare
Function
ix!
WiFi Subclass Subclass fg e
Management API WifiManager .
WiFi Connected getConfiguredNetwo ER!
16 .
History Record rks R X

11
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.
HiR!
Open or off WiFi is N
17 | Set Enable WiFi P o setEnableWifi FesE X
acceptable.
P
Set Enable WiFi ] o .
18 Seting enable WiFi share | setEnableWifiShare 46
Share
19 | Add WiFi Network addNetwork 47
Remove WiFi
20 removeNetwork 47
Network
Update WiFi
21 updateNetwork 48
Network
Set WiFi Network
22 o enableNetwork 48
Priority
HR!
Disable WiFi ) .
23 Network disableNetwork REN
etwor
H.
Disconnect WiFi .
24 disconnect 49
Network
Reconnect WiFi
25 reconnect 49
Network
. It refers to the control of
System Function ) .
system function which 50
Control API ; ;
provided by terminal.
EHiR!
System Enable .
o FiEX
BE.
The scene of mobile
marketing, mobile vy
Set Enable Home classroom are not allowed .
26 _ setEnableHomeKey R X
Key to swift the Home Key. ey
(Android 5.0 version e
supports App block.)
The scene of mobile
marketing, mobile e
Set Enable Back classroom are not allowed .
27 } setEnableBackKey R XL
Key to swift the Back Key. ey
(Android 5.0 version e
supports App block.)
It only allows specific A
It appoints which y. P PP
and exit the current )
28 | package nameare | . , i setKioskApp 51
) interface is forbidden. It
single App models. . )
could achieve single App

12



T/ZSA 52—2018

mode by home key, back
key or App black.
(CDMA terminal default
29 | Set Date Tine network synchronization | setDataTime 51
is not included.)
30 Set Default setDefaultLauncher 52
Launcher
Hide Navigation ) o
31 hideNavigationBar 52
Bar
SIM card’s tel No, state
and ISO could get info HHiR!
l(\:/l(:rrll;%lérrﬂgitti(l)&lll’l from the network type AR X
info. (Getting double card HE,
version default info).
HR!
32 | Set Enable SMS setEnableSMS R X
3.
When the radio is on off iR
33 | Set Enable Radio state, it could not call or setEnableRadio REX
send message. BE.
Delete all tel No or related
34 | Delete SMS key words message from | deleteSMS 54
the in-box and outbox.
Delete all tel No through
35 | Delete Contact matching name and deleteContact 54
contact No.
36 | Delete Call History | Delete all calls history. deleteCallHistory 55
37 | End Cal Remote end call is endCall .
acceptable.
18 Set enable only setEnableOnlyEmer cc
emergency call gencyCall
39 zzttaenable mobile Set enable mobile data setEnableMobileData 56
Equipment
c:ntll')ol API >6
Remote reboot Remote reboot is %ﬁ%:
40 terminal acceptable. reboot AREX
.

13
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HiR!
41 | SetAirplane On setAirplaneOn R X
.
42 | Set Airplane Off setAirplaneOff 57
Remote shut down is
43 | Shut down shutDown 57
acceptable.
Lock screen, which used
44 | Lock screen in device security control | lockScreen 58
setting.
45 | Unlock screen unlockScreen 58
Remote setting password
46 | Setpassword . setPassword 59
is acceptable.
Remote factory resetting
is acceptable, which used
47 | Factory reset ) i ) factoryReset 59
in device security control
scene.
Data wiping and £g
backups API
HiR!
48 | Delete email Delete uninstall email. uninstallEmail Rig X
L.
_ Remote wiping App iR
Wipe App . . N
49 temporary data is wipeApp RIEX
temporary data
acceptable. BE.
HiR!
50 | Wipe device data Wipe devise data. wipeData X
2.
Remove video to provide
51 in the use of enterprise Vid 61
i removeVideo
Remove video data security control
scene.
Remove picture to
- provide in the use of Pictu 61
i removePicture
Remove picture enterprise data security
control scene.
Remove schedule to
provide in the use of
53 | Remove schedule ) ) removeSchedule 62
enterprise data security
control scene.
HR!
Copy and Paste N
i X
&

14
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. iR
Set enable clip ) ] N
54 Set enable clip board. setEnableClipboard R X
board
REE T
Set enable capture setEnableCaptureScr
55 Set enable capture screen. 62
screen een
Subclass GPS iR
Subclass N
Control and FEX
MtmGPSManager
Management API .
HIR!
56 | GPS Control Set enable GPS. setEnableGps AiE X
3,
. It refers to restrict the R
Open interface N
usage of the open R X
control API ) )
interface terminal. HE.
Setiptables _ _ , R
) . Set iptables configuration .
57 | configuration setEnablelptables R X
management.
management .
Peripheral It refers to the control of -
Control API terminal peripheral.
HIR!
Subclass USB Subclass Y
Management API MtmUSBManager
.
HIR!
58 | USB debug mode | Setenable USB Adb setEnableUsbAdb A X
.
If the USB is forbidden, )
setEnableUsbFuncti
59 | USB Control only keeps battery 65
on
charges.
!
Set enable USB media %}%‘
60 | USB-MTP Control o setEnableUsbMTP A5E X
stream transmission.
P&
HR!
Set enable USB picture N
61 | USB-PTP Control o P setEnableUsbPTP AKE X
transmission.
REE T
62 Set USB mass Set enable USB mass setEnableUsbMassSt 66
storage storage. orage
Set USB to swift )
Set USB to swift network
63 | network card setEnableUsbRNDIS 66
card control
control
Open or off the USB )
USB network ) setEnableUsbTetheri
64 network share is 67
share ng
acceptable.

15
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Storage
Management API 67
Storage access Set enable SD card %}%:
65 | control (SD or TF setEnableSDCard AxE X
storage access.
card) PE.
Mount SD card (TF card),
which used in device
66 | Mount SD Card security control scene or | mountSDCard 67
system support and App
access SD card.
Unmount SD card (TF HiR!
67 | Unmount SD Card | card), system and App unmountSDCard KX
access is not allowed. .
Remote erase internal
and extra-position SD
68 | Erase SD Card card data to provide the eraseSDCard 68
use of enterprise data
security scene.
Camera Subclass
Management MtmCameraManage 69
Subclass API r
Open or off the camera is e
acceptable, which .
69 | Setenable camera _ _ _ setEnableCamera REX
provides mobile device Ak
security scene.
Recorder Subclass FERY
Management MtmRecorderManag REN
Subclass API er A,
| | BRI
20 Set Enable Set Enable Microphone setEnableMicrophon ses
Microphone Mute | Mute eMute A
71 Set Enable Audio Set Enable Audio setEnableAudioReco 70
Recorder Recorder rder
[t refers to the control of
App the installation App and AR
Management its function of REX
and Control API | self-starting and close, PBE.
etc.
App . . It refers to the email and %}%"
Configuration App configuration. AEX
API FE.
72 | Add Mail Config It supports Exchange, addMailConfig HiR!

16
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POP3 and IMAP accounts. REN
BE.
73 | Delete Mail Config | Delete Mail config deleteMailConfig 71
Update Mail | It supports Exchange, ) i
74 i updateMailConfig 71
Config POP3 and IMAP accounts.
Get Running App ] ] ] ]
75 List Get Running App List getRunningAppList 72
is
Get App Install tApplnstallHist
76 . pp Ins getApplns istor -
History y
HiR!
77 | Start App Remote start App startApp R X
HE.
iR
78 | End App Remote endApp endApp R X
REE S
iR
Set Enable App setEnableAppAutoR \
79 Set enable App auto Run Rig X
Auto Run un 4
. Subclass
Native Browser
MtmBrowserManag 74
Subclass API
er
HiR!
Set Enable Native setEnableNativeBro N
80 | Browser access B RiE X
rowser wser
HE.
Browser cookie setEnableBrowserCo
81 74
control okie
Browser setEnableBrowser]Ja
82 75
javascript control vascript
Set Enable AR
setEnableBrowserPo N
83 | Browser Pop Wing AxE X
Window prvincow BE.
HR!
Set Enable setEnableBrowserA N
84 Browser Auto Fill utoFill AREX
P
HR!
gt Browser https setEnableBrowserSa Smz Y
Security Warning fetyWarning 43
By the restrictions of iR
y o setBrowserUrlBlocki .
86 | URL access black and white list Mod A X
ngMode
access. & &
87 Add Browser Remote add defined addBrowserBookma iR
Bookmark browser bookmark is rk FEX
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acceptable. BE.
App installation, oy
operation and Subclass - 5(
removing MtmAppManager B
subclass API o
HR!
Silent mode of Force and silent install N
88 | _ . forcelnstallApp A X
installation App specific App. A
ix!
Force Uninstall Force and silent uninstall ) %}%‘
89 . forceUninstallApp AiE X
App specific App. A
Enable the installation of
Set Enable App setEnableAppInstall
90 ) SD/TF card’s apk, adb ) 78
Installation ) o ation
installation is not allowed.
Uninstallation apk on By
Set Enable App setting -->Apps is not setEnableAppUninst .
91 . . . . . AR5 X
Uninstallation allowed. Adb installation allation A
is forbidden. ’
Set enable kill A ix!
Set Enable Kill e enabk KT ApP , AR
92 A specific process or setEnableKillApp HRxE X
PP service. SLZR
1By
Set enable ADB %ﬁc‘
93 | Set Enable ADB _ _ setEnableADB RENX
installation ways of APK. ey
HiR!
Set Enable setEnableExecuteAp .
94 Execute A Set Enable Execute App X
xecute App p o
HiR!
95 | Erase App Data Remote erase App data eraseAppData KX
B
iR
Set Enable Recent | Set enable to empty .
96 A A setEnableRecentApp KX
pp recent App.
FHE.
Subclass X!
App’s black and . .
o MtmAppFilterMana RE X
white list API
ger .
Set App running block ey
97 Set App Running mode, including black list, | setAppRunningBloc ﬂiﬁ)‘(
Block Mode white list and normal kMode ey
mode. o
98 Set App Running Running block setAppRunningBloc iR
Block Config configuration’s content kConfig Rxg X
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includes black list and BE.
white list information. It
could activate black and
white list through setting
App running block mode.
Set App install block sy
Set App Install mode, including black list, | setAppInstallBlockM .
99 o RIEX
Block Mode white list and normal ode
B
mode.
Install block
configuration’s content
includes black list and iR
Set App Install . ) setApplInstallBlockC .
100 ] white list information. It ] AxE X
Block Config ) onfig
could activate black and BE.
white list through setting
App running block mode.
Setting force specific App iR
Force App Kee forceAppKeepRunni N
101 i PP P running list information PpReep A 5E X
Running o . ng
to maintain the operation. BE.
HR!
102 Uninstall App uninstallAppInBlack sy
Black List List A
It must to set forbid vy
103 Set Forbid uninstallation list and to setForbitUninstallati e 5(
Uninstallation List | ensure the App could not | onList
. REEoT
be uninstalled
_ Set URL blocking mode, _ iR
Set URL Blocking ] ) i ] setURLBlockingMod .
104 including black list, white RE X
Mode ] e
list and normal mode. SEZR
Setting URL  blocking
configuration’s  content
) includes black list and ) iR
Set URL Blocking o ) setURLBIlockingConf .
105 Confi white list information. It | REX
onfi i
& could activate black and & BE.
white list through setting
URL blocking mode.

The definition of High-level API functions could be seen appendix B
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The essential and optional API

In this standard, there are some functions frequently-used by enterprise management, some are
rarely used. For the rarely used functions could be regarded as “optional” functions. In the table 1
EMCG-MTM-API Basic Functions and table 2 EMCG-MTM-API High-level Functions, remarks with
“*” is “optional” functions, without “*” is essential functions.

7 Authority Mechanisms

In order to ensure the security of mobile terminal and the validity of high-level API calls, the
MTM-App can be used only if the authorization institude agrees.

7. 1 Authority Elements

1) High-level calls API's MTM App is based on the standard of {The regulation mechanisms of
enterprise mobile terminal development, installation and operation (T/ZSA 3001.01-2016)) .
MTM-App is signatured with EMCG attribute certificate.

2) Mobile intelligent terminal should have the function to verify EMCG-App validity, which inlude
EMCG-App installation, operating the the signature verification mechanism.

3) Mobile intelligent terminal should preset the EMCG official certificate.

4) Mobile intelligent terminal should preset the MTM-App authorization module. (Authorization
module can be an individule App or a system library function).

7. 2 Authority Mechanism

1
Operation system layer : App layer
1
[ ': m ' m
| ] <«
| ] E .
i | = —» =
i\ MIM-API ) . E
] ]
: Authorization : » é Tl Wireless network
I I =]
DB E ey B
E T »
1
Cloud Service of enterprise mobile
Mobile intelligent terminal
intelligent terminal management
Authorization Request MTM-App sets the request to terminal 20

system to call the Authenticate before called high-level API.
(System transfers the MTM-App package name and the developer

signature certificate to MTM-App authorization module.




Piture 2 MTM-App Authorization Process

Annex A

T/ZSA 52—

EMCG-MTM-API Basic Function Definition

(Android OS)
Version Writer Time Remarks
Wang Ke, Yi
Pingping, Liu Fisrt draft’s design,
1.0. Changshan, 2015-3-2015-4 discussion, writing
Songzhuo, Zhang and perfection.
Jianguo
1.1 Zhang Jianguo 2015-4-26 Fully integration
According to the
content provided by
Yi Pingping, Liu
1.2 Wang Ke 2015-5-7 EPING
Changshan,
Songzhuo, Zhang
Jianguo
) According to the
Liu Changshan, Hu
1.3 2015-5-22 content provided by
Wenzhuan
Wang Ke

2018
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A.1 Introduction

The appendix decrypts the basic functions program calls. Mobile manufacturers develop products
and EMMS suppliers develop MTM-App according to the appendix to achieve unified management
for the EMCG standard’s hardware terminal device.

The basic API functions could get the related device information for enterprise intelligent
management. Normally enterprise mobile management App can call the basic API functions without
authorization.

There are total 34 calls functions.

A.2  Android Calls Standard

Mobile manufacturers developing and offering calls to MTM-App based on the EMCG-MTM-API
standard. EMCG-MTM-API is based on Android JAR package ways to deploy in Android’s
Framework layer. When EMMS developed MTM-App should pay attention to include
EMCG-MTM-API’s reference file, named: EMCG_MDM_SDK.jar (Case matters). Specific using method
could be seen the reference of EMTM-App developed appendix.

EMCG-MTM-API definite the class management of MTM, named: EMCG_MTM_Manager. When
initiated the function calls, the developers should make the class instantiation firstly. For example,

/Mnstantiated Object
EMCG_MTM_Manager mtmManager = new EMCG_MTM_Manager();

/1 If there needs to call high level permission API, App should verify the permission. If it only calls
basic API, there is no need to verify.
[IretVal = mdmManager.authenticate();

/I The specific methods of calling EMCG-MTM-API functions, such as forcing silent installation

specific apk software.
int retVal = mtmManager. forcelnstall App(“/SDCard/apks/qq.apk™);

A.3  Network configuration and management API

A.1.1 Subclass of Bluetooth API

Class MtmBluetoothManager
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Class Description:

Bluetooth management subclass is responsible for the management various Bluetooth function of
intelligent terminal device. MtmBluetoothManager is the subclass of EMCG_MTM_Manager.

Class MtmBluetoothDevice

Class Description:

Bluetooth device is used for description of the external Bluetooth device, which include Bluetooth
device property, features and state, such as name,mac address and binding state, etc.

A.3.1.1 Bluetooth State

int getState()
Function Description:

Getting Bluetooth state is the method of Mtm Bluetooth Manager.
Parameter Description:
® [Input]
Nothing.
® [Return value]
» BLUETOOTH_STATE_OFF
» BLUETOOTH_STATE_TURNING_ON
» BLUETOOTH_STATE_ON
» BLUETOOTH_STATE_TURNING_OFF

A.3.1.2 Bluetooth connection history records

Set<MtmBluetoothDevice> getBondedDevices()
Function Description:

Getting Bluetooth MAC history connected record information, used in device security control
setting.
Parameter Description:
® [Input]
Nothing.
® [Return value] Set<MtmBluetoothDevice>
If the Bluetooth device information has already connected and occurred wrong information,
it is null when returns.

Notice:

If Bluetooth is not BLUETOOTH_STATE_ON, API will return empty set.

A. 3. 1. 3 Get bluetooth MAC address information
23
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String getAddress()
Function Description:

Getting bluetooth MAC address information, used in device security control setting
Parameter Description:
® [Input]
Nothing.
® [Return value] String
Bluetooth hardware MAC address, such as “00:11:22:AA:BB:CC”.

Notice:

Nothing.
1.4 WiFi Subclass Managememt API

Class MtmWifiManager
Class Description:

WiFi subclass management is responsible for the management of various intelligent terminal

device WiFi function. Mtm Wifi Manager is the subclass of EMCG_MTM_Manager.

2.1 Get SSID Information

String getSSID()
Function Description:

Getting SSID (Wireless network name) information , provide identity authentication and device

identification.

Parameter Description:
® [Input]
Nothing.
® [Return value] String
Current connected WiFi SSID information.
Notice:
It could receive the information only the WiFi connection is established or is establishing, or

else it is null when returns.

A.3.2.2 Wifi State

int getWifiState()
Function Description:

Get WiFi State
Parameter Description:

® [Input]
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Nothing.

® [Return value]

»  WIFI_STATE_DISABLED
WIFI_STATE_DISABLING
WIFI_STATE_ENABLED
WIFI_STATE_ENABLING
WIFI_STATE_UNKNOWN

YV V VYV V

WiFi unknown state occurs on the wrong process of open or close.
Notice:

Nothing.

A. 4 System Function Control API
[t refers to the control of system functions which is provided by the terminal.
A.5 Subclass of Telephone Information Management API

Class MtmTelephonyManager
Class Desciption:

Subclass of telephone information management API is responsible for the management of
various telephone terminal device functions. Mtm Telephony Manager is the subclass of
EMCG_MTM_Manager.

Telephone No information of SIM card, information state, ISO information could receive the

information by type of network information.

A.4.1.1 Get SIM card Telephone No Information

String getLinelNumber()
Function Description:

Getting SIM card Tel No information, provide identity authentication and device identification.
(Please noted that only parts of telephone No could receive the info, if the tel No data isn’t
loaded into SIM card, it could not received.)
Parameter Description:
® [Input]
Nothing.
® [Return value] String
SIM card’s telephone number.
Notice:

Nothing.

A.4.1.2 SIM card could get info by network type

25



int getNetworkType()

Function Description:

SIM card could get info by network type to calculate and audit.

Parameter Description:

® [Input]

Nothing.

® [Return value]

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
Notice:
Nothing.

NETWORK_TYPE_UNKNOWN
NETWORK_TYPE_GPRS
NETWORK_TYPE_EDGE
NETWORK_TYPE_UMTS
NETWORK_TYPE_HSDPA
NETWORK_TYPE_HSUPA
NETWORK_TYPE_HSPA
NETWORK_TYPE_CDMA
NETWORK_TYPE_EVDO_0
NETWORK_TYPE_EVDO_A
NETWORK_TYPE_EVDO_B
NETWORK_TYPE_1xRTT
NETWORK_TYPE_IDEN
NETWORK_TYPE_LTE
NETWORK_TYPE_EHRPD
NETWORK_TYPE_HSPAP

A.4.1.3 Get SIM Card’s ISO Info

String getSimCountrylso()

Function Description:

Getting SIM card’s info to calculate and audit.

Parameter Description:

® [Input]

Nothing.

® [Return value] String

SIM card’s ISO (SIM card’s country code of the operator) information.

Notice:

Nothing.

T/ZSA 52—2018
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1.4 Get SIM Card State

int getSimState()
Function Description:

T/ZSA 52—2018

It could not get SIM card’s state info in the case of without card or unknown state, it will be

needed pin, puk and network pin to unlock and recover well state.

Parameter Description:
® [Input]

Nothing.

® [Return value]

» SIM_STATE_UNKNOWN
SIM_STATE_ABSENT
SIM_STATE_PIN_REQUIRED
SIM_STATE_PUK_REQUIRED

SIM_STATE_READY
SIM_STATE_NOT_READY
SIM_STATE_PERM_DISABLED
SIM_STATE_CARD_IO_ERROR

YV V.V V V V V V

Notice:

Nothing.

1.5  Get SIM Operator Name

String getSimOperatorName()
Function Description:

Get SIM Operator Name
Parameter Description:
® [Input]
Nothing.
® [Return value] String
SIM card’s operator name.
Notice:

SIM card must be on SIM_STATE_READY.

1. 6 Get Network Operator Name

String getNetworkOperatorName()
Function Description:

Get Network Administration Operator Name.

SIM_STATE_NETWORK_LOCKED
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Parameter Description:
® [Input]
Nothing.
® [Return value] String
Current administration network operator name.
Notice:

It is valid for the users who have administered the network.

1.7 Get Network Operator Sequence ldentity

String getNetworkOperator()
Function Description:

Get Current Administration Network Operator Sequence Identity (MCC+MNC) .

Parameter Description:
® [Input]
Nothing.
® [Return value] String
Current Administration Network Operator Sequence Identity (MCC+MNC)
Notice:

It is valid for the users who have administered the network.

1.8  Get Network Roaming State Info

boolean isNetworkRoaming()
Function Description:

Getting network roaming state info to judge if it is roaming state. If yes, it could use the method
of setting open/disable and data synchronization.
Parameter Description:
® [Input]
Nothing.
® [Return value] boolean
true: on Roaming State;
false: on Non-roaming State.
Notice:

[t is valid for the users who have administered the network.

1.9 Get Equipment Device API
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A.4.2.1 Get IMEI Info (Mobile Communication Equipment Identity)

String getIMEI()
Function Description:

Get IMEI Info (Mobile Communication Equipment Identity ).
Notice: If it is without mobile communication PAD, there is without the identification.
Parameter Description:
® [Input]
Nothing.
® [Return value] String
Device Id information

Notice:

A.4.2.2 Get ICCID Info (IC card’s unique identification No)

String getICCID()
Function Description:

Getting ICCID Info (IC card’s unique identification No), provide identity authentication and device
identification.
Parameter Description:

® [Input]

Nothing.
® [Return value] String
ICCID Information.

Notice:

Nothing.

A.4.2.3 Get IMSI (SIM card’s unique identification)

String getIMSI()
Function Description:

Get IMSI device identification information.
Parameter Description:
® [Input]
Nothing.
® [Return value] String
Including IMSI Info.
Notice:

Nothing.
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A.4.2.4 Get Mac Address Info

String getMacAddress()
Function Description:

Getting Mac address info, provide identity authentication and device identification.
Parameter Description:
® [Input]
Nothing.
® [Return value] String
MAC Address Info.
Notice:

Nothing.

A.4.2.5 Get IP Address

String getlpAddress()
Function Description:

Getting Mac address info, provide identity authentication and device identification.
Parameter Description:
® [Input]
Nothing.
® [Return value] String
[P Address Info.
Notice:

Nothing.

A.4.2.6 Get Device Serial Number

String getDeviceSerialNumber()
Function Description:

Getting Device Serial Number
Parameter Description:
® [Input]
Nothing.
® [Return value] String
Device Serial Number Info.
Notice:

Nothing.
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A.4.2.7 Get ROM Version

String getRomVersion()
Function Description:

Getting ROM version, used in device management setting.
Parameter Description:
® [Input]
Nothing.
® [Return value] String
ROM version info.
Notice:

Nothing.

A.4.2.8 Get CPU usage rate, number, frequency and item No info

String getCpulnfo()
Function Description:

Getting CPU usage rate, number, frequency and item No info, used in device security control
setting.
Parameter Description:
® [Input]
Nothing.
® [Return value] String
CPU usage rate, number, frequency and item No info.
Notice:

Nothing.

A.4.2.9 Get Battery Level

String getBatteryLevel()
Function Description:

Getting battery level used in device security control setting.
Parameter Description:
® [Input]
Nothing.
® [Return value] String
Battery level info.
Notice:

Nothing.
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A.4.2.10 Get Memory Info

String getMemoryInfo()
Function Description:

Get total memory capacity info and available info, used in device security control setting.
Parameter Description:
® [Input]
Nothing.
® [Return value] String
Total memory capacity info and available info.
Notice:

Nothing.

A.4.2.11 Get Internal Storage Info

String getInternalStoragelnfo()
Function Description:

Going back inside memory capacity and available space.
Parameter Description:
® [Input]
Nothing.
® [Return value] String
Going back inside memory capacity and available space.
Notice:

Used space can be calculated

A.4.2.12 Get SD Card Info

String getSDCardInfo()
Function Description:

Going back outside memory capacity and available space.
Parameter Description:
® [Input]
Nothing.
® [Return value] String
Going back outside memory capacity and available space.
Notice:

Used space can be calculated

32



A.4.2.13 Get OS version

A. 4.

A. 4.

A. 4.

String getOSVersion()
Function Description:

Getting OS version, used in device management setting.
Parameter Description:
® [Input]
Nothing.
® [Return value] String
System Device Info.
Notice:

Nothing.

2.14 Device Model

String getDeviceModel()
Function Description:

Getting device model, used in device management setting.

Parameter Description:
® [Input]
Nothing.
® [Return value] String
Device Model Property Info.
Notice:

Nothing.

1  Get GPS Info API
3.1 Get GPS current location

String getCurrentLocation()
Function Description:

Getting current device location info
Parameter Description:
] [Input] String provider
Input’s provider.
® [Return value] Location
Return back to user’s location info.
Notice:

Nothing.

T/ZSA 52—2018
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A.6

A.5.

A7

A. 6.

3.2 Get GPS Last Known Location

String getLastKnownLocation()
Function Description:

Get current user’s location info, such as latitude and longitude and time.

Parameter Description:
° [Input] String provider
Input’s provider.
® [Return value] Location
Return back user’s location info, including latitude and longitude
Notice:

Nothing.

Get Peripheral Info API
1 Get Number Of Cameras

int getNumberOfCameras()
Function Description:

Getting No of cameras, used in device management setting.
Parameter Description:
[ [Input]
Nothing.
® [Return value] int
Return back to cameras number.
Notice:

Nothing.

Get APP Info API
1 Get App Data Traffic

String getAppDataTrafficUsage(String appID);
Function Description:

Get the specific package App data traffic usage.
Parameter Description:
] [Input]String appID
Input App package name.
® [Return value] String

T/ZSA 52—2018

Return back App data traffic usage info from initial date to now. The specific format can be

seen the attached.
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Notice:

Nothing.

A.6.2 Get Installed App list

int getInstalled AppList(String [JreturnNames);
Function Description:

Get current device installed App package list, such as com.tencent.qq, com.baidu.map and so
on.
Parameter Description:
] [Output]String [] returnNames
Return to an array of strings, which includes multi-App package name character string.
® [Return value]
»  ERRORCODE_SUCCESS
Executive correct;
»  Other values
If it is error, please see the chapter of “error code definition”.
Notice:

Nothing.

A.6.3 Get specific package App Info
String getAppInfo(String appID);
Function Description:
Getting specific installed App info, including program name, version,size, time length and
startup times, used in device management setting.
Parameter Description:
° [Input]String appID
Input App program package name.
® [Return value] String
Return to installed App specific package name info and AML structure, please see
appendix format.
Notice:

Nothing.

A.8 High level API calls authorization

int authenticate()
Function Description:

Terminal authorization MTM-App calls high-level API.

Parameter Description:
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o [Input]
Nothing.
® [Return value]
» ERRORCODE_SUCCESS
» ERRORCODE_INVALIDSIGNATURE
Notice:

Nothing.

A. 9 Error Code Definition

Functions calls return back error code definition table

Error code definition Value Meaning
number
ERRCODE_SUCCESS 0 Function operation is
correct.
ERRCODE_UNKNOWN 1 Unknown Exception
Error
ERRCODE_EXECUTEERR -2 Executive Error
ERRCODE_PERMISSIONERR -3 Permission Error
Object is not found.
) (Such as SIM card,
ERRCODE_OBJECTNOTFOUNDERR 4 WIFI  device and
Bluetooth, etc.)
ERRORCODE_INVALIDSIGNATURE 11 APP signature certificate
is invalid.
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EMCG-MTM-API High-level Functions Definition

(Android 0S)
Version Writer Time Remarks
Wang Ke, Yi
Pingping, Liu Fisrt draft’s design,
1.0. Changshan, 2015-3-2015-4 discussion, writing
Songzhuo, Zhang and perfection.
Jianguo

11 Zhang Jianguo 2015-4-26 Fully integration
According to the
content provided by

1.2 Wang Ke 2015-5-7 YiPingping, Liu
Changshan,
Songzhuo, Zhang
Jianguo

Liu Changshan, Hu According to the
1.3 Wenzhuan, Zhang 2015-6-14 content provided by
Jianguo Wang Ke

Add Jin Yanwei’s
suggestion
functions: 4.3.7

1.4 Wang Ke 2015-6-21
lock screen
Password
modification.
According to the
content provided by

1.5 Wang Ke 2015-6-23 )
Liu Changshan and
Zhang Jianguo.
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B.1 Introduction

The appendix decrypts the High-level functions program calls. Mobile manufacturers develop
products and EMMS suppliers develop MTM-App according to the appendix to achieve unified
management, integrated and deep management for the EMCG standard’s hardware terminal device.

High-level calls API must be signed by EMCG-App and needed official institute authorization before
calls.

There are total 105 API calls functions.

B.2 Android Calls Standard

EMCG-MTM-API is based on Android JAR package ways to deploy in Android’s Framework layer.
When EMMS developed MTM-App should pay attention to include EMCG-MTM-API’s reference file, named:
EMCG_MDM_SDK jar (Case matters). Specific using method could be seen the reference of EMTM-App
developed appendix.

EMCG-MTM-API definite the class management of MTM, named: EMCG_MTM_Manager. When
initiated the function calls, the developers should make the class instantiation firstly. For example,

/I Instantiated Object
EMCG_MTM_Manager mtmManager = new EMCG_MTM_Manager();

/1 1f there needs to call high level permission API, App should verify the permission.
retVal = mdmManager.authenticate();

/I The specific methods of calling EMCG-MTM-API functions, such as forcing silent installation
specific apk software.
int retVal = mtmManager.forcelnstall App(“/SDCard/apks/qq.apk™);

B.3 Network configuration and management API
B.3.1  APN Subclass Management API

Class MtmAPNManager
Class Description:

APN management subclass is responsible for the management various APN function of

intelligent terminal device. Mtm APN Manager is the subclass of EMCG_MTM_Manager.

B.3.1.1 Query Specific APN

List<String> queryApn()
Function Description:

Query specific APN
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Parameter Description:
o [Input] Map<String, String>apnparam
Query APN’s required matching key parameter, it could be one or more key parameters,
which includes name, apn, mcc, mnc, numeric, user, password, server, proxy, port, mmsport,

msproxy, mmsc, authtype, current and type.

® [Return value]
» Return back the query APN’s ID list.

Executive Correct;
» null
Could not be found.

Notice:

[t should be finished the MTM-App identity authenticate function calls in advance.
B.3.1.2 AddAPN
String addApn()
Function Description:

Add APN.
Parameter Description:

] [Input] Map<String, String>apnparam
APN configuration parameter mainly includes name, apn, mcc, mnc, numeric, user,
password, server, proxy, port, mmsport, mmsproxy, mmsc, authtype, current and type.
® [Return value]
> id
Return back the Add APN’s ID identity if the execution is correct.

» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.3.1.3 Delete Specific VPN
int deleteApn()
Function Description:

Delete Specific VPN
Parameter Description:

o [Input] String id

Delete the required apn identification, which could be gotten from query apn.
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® [Return value]
» ERRORCODE_SUCCESS

Excutive correct.
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.3.1.4 Update Specific VPN Configuration

int updateApn()
Function Description:

Update APN.
Parameter Description:

° [Input] String id
Update the required apn identification, which could be gotten from query apn.
® [Input] Map<String, String> apnparam
Update APN’s configuration parameter, which includes name, apn, mcc, mnc, numeric, user,

password, server, proxy, port, mmsport, msproxy, mmsc, authtype, current and type.

® [Return value]
» ERRORCODE_SUCCESS

Excutive Correct
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.3.1.5 Set Prefer APN

int setPreferApn()
Function Description:

Set Prefer APN
Parameter Description:

o [Input] String id
Set the required apn identification, which could be gotten from query apn.

® [Return value]
» ERRORCODE_SUCCESS

Executive Correct.
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» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.3.2 VPN Management API

Add, delete and update VPN, connect and disconnect VPN; could set parameter automatic, which

used in device security control setting.

B.3.2.1 Query VPN
List<String> queryVpn()
Function Description:

Query VPN,
Parameter Description:

® [Input] Map<String, String>vpnparam
® Query APN’s required matching key parameter, it could be one or more key parameters,
which could be seen the Android source Vpn Profile; if vpnparam is null, it will return vpn

list.

® [Return value]
» Return to the query VPN’s id list.

Executive Correct.
> null
Could not be found

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.3.2.2 Add VPN
String addVpn()
Function Description:

VPN parameter could be seen the Android source Vpn Profile.
Parameter Description:

® [Input] Map<String, String>vpnparam
VPN parameter could be seen the Android source Vpn Profile.

® [Return value]
»>id
If executive correct, it will return all vpn list;
» Other value

If it is error, please see the chapter of “error code definition”.

41



T/ZSA 52—2018

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.3.2.3 Delete Specific VPN

int deleteVpn()
Function Description:

Delete Specific VPN
Parameter Description:

® [Input] String id
Delete the required vpn identification, which could be gotten from query vpn.

® [Return value]
» ERRORCODE_SUCCESS

Executive Correct;
» Other value
If it is error, please see the chapter of “error code definition”.
Notice:
It should be finished the MTM-App identity authenticate function calls in advance.
B.3.2.4 Update Specific VPN Configuration
int updateVpn()
Function Description:

Update Specific VPN Configuration.
Parameter Description:

® [Input] String id

Update the required vpn identification, which could be gotten from query vpn.
® [Input] Map<String, String> vpnparam

VPN parameter could be seen the Android source Vpn Profile.

® [Return value]
» ERRORCODE_SUCCESS

Executive Correct
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.3.2.5 Connect Specific VPN

int connectVpn()
Function Description:

Connect Specific VPN
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Parameter Description:
® [Input] String id
Connected the required vpn identification, which could be gotten from query vpn.

® [Return value]
» ERRORCODE_SUCCESS

Executive Correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.3.2.6 Disconnect VPN

int disConnectVpn()
Function Description:

Disconnect Specific VPN
Parameter Description:

® [Input]
Nothing.

® [Return value]
» ERRORCODE_SUCCESS

Executive Correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.3.3 NFC Management Subclass API

> Class MtmNFSManager
Class Description:

NFS management subclass is responsible for the management various NFS function of

intelligent terminal device. Mtm NFS Manager is the subclass of EMCG_MTM_Manager.

B.3.3.1 Set Enable NFC

int setEnableNFC()
Function Description:

Set enable to transmit NFC data at short range.
Parameter Description:
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® [Input]boolean enable

true: allowed
false: notallowed

® [Return value]
» ERRORCODE_SUCCESS

Executive Correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.3.4 Bluetooth Management Subclass API

Class MtmBluetoothManager

Class Description:
Bluetooth management subclass is responsible for the management various Bluetooth function

of intelligent terminal device. Mtm Bluetooth Manager is the subclass of EMCG_MTM_Manager.

B.3.4.1 Only Enable Specific type of Bluetooth

int setWhiteBluetoothType()
Function Description:

Only enable specific type of Bluetooth, such as Bluetooth equipment, audio and video

equipment connected with PC.
Parameter Description:

® [Input] List<int>bluetoothclass
Only enable specific type of communication Bluetooth device, its type could be seen

Bluetooth Class Device constants.

® [Return value]
» ERRORCODE_SUCCESS

Executive Correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.3.4.2 Set Enable Bluetooth

int setEnableBluetooth()
Function Description:
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Set Enable Bluetooth
Parameter Description:

® [Input]boolean enable
true: allowed;

false: notallowed

® [Return value]
® ERRORCODE_SUCCESS

executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
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[t should be finished the MTM-App identity authenticate function calls in advance.

int setEnableBluetoothShare()
Function Description:

Set Enable Bluetooth Share Function
Parameter Description:

® [Input]boolean enable
true: allowed;
false: notallowed.
® [Return value]
® ERRORCODE_SUCCESS
executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.

Notice:

Set Enable Bluetooth Share Function

[t should be finished the MTM-App identity authenticate function calls in advance.

B.3.5 WiFi Subclass Management API

Class MtmWifiManager
Class Description:

WiFi management subclass is responsible for the management various WiFi function of

intelligent terminal device. Mtm WiFi Manager is the subclass of EMCG_MTM_Manager.

Class MtmWifiConfiguration
Class Description:

WiFi network configuration is used to describe WiFi network info, which includes SSID,

Authentication Protoco], State Info and WiFi network operation system unique NetID, etc.
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B.3.5.1 WiFi Connected History Record

List<MtmWifiConfiguration> getConfiguredNetworks()
Function Description:

Get WiFi Connected History Record.
Parameter Description:

® [Input]
Nothing.
® [Return value]List<MtmWifiConfiguration>
WIiFi connected history; once WiFi is on off or failure state, it is null when returns.

Notice:
Nothing.

B.3.5.2 Set Enable WiFi

int setEnableWifi()
Function Description:

Set Enable WiFi
Parameter Description:

® [Input]boolean enable
true: allowed;

false: notallowed

® [return value]
» ERRORCODE_SUCCESS

Executive correct
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.3.5.3 Set Enable WiFi Share

int setEnableWifiShare()
Function Description:

Set Enable WiFi Share function.
Parameter Description:

® [Input]boolean enable
true: allowed;

false: notallowed

® [return value]
» ERRORCODE_SUCCESS
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Executive correct
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.3.5.4 Add WiFi Network

int addNetwork()
Function Description:

Add WiFi Network
Parameter Description:

® [Input]MtmWifiConfiguration config

® [Return value]
» netld

If it is correct, it will return back WiFi network configuration id;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.3.5.5 Remove WiFi Network

int removeNetwork()
Function Description:

Remove Specific WiFi Network

Parameter Description:
® [Input]int netld
Remove the required WiFi network configuration id NetID is the unique identity on Wifi
network operation system and it belongs one of fields of MtmWifiConfiguration. When the Wifi
network is added and updated, it will return back netid. Also it can get the configuration Wifi
network list through getting ConfiguredNetworks.

® [Return value]
ERRORCODE_SUCCESS

Executive correct
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:

It should be finished the MTM-App identity authenticate function calls in advance.
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B.3.5.6 Update WiFi Network

int updateNetwork()
Function Description:

Update Specific WiFi Network
Parameter Description:

® [Input]MtmWifiConfiguration config

Update required WiFi network configuration.

® [Return value]
» netld

Executive correct, WiFi network configuration id;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.3.5.7 Set WiFi Network Priority
int enableNetwork()
Function Description:

Set WiFi network priority
Parameter Description:

® [Input]int netld

Set specific connected Wifi network identity.
® [Input]boolean disableOthers

Forbid another Wifi network or not.
True means to forbid another Wifi networks, only setting specific Wifi connected priority;
False means connected with another Wifi is available.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B. 3. 5. 8 Disable WiFi Network

48



T/ZSA 52—2018

int disableNetwork()
Function Description:

Disable specific WiFi Network.
Parameter Description:

® [Input]int netld

Disable specific WiFi Network identity.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.3.5.9 Disconnect WiFi Network
int disconnect()
Function Description:

Disconnect WiFi Network
Parameter Description:

® [Input]
Nothing.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.
Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.
B.3.5.10 Reconnect WiFi Network
int reconnect()
Function Description:

Reconnect current active AP WiFi Network.
Parameter Description:

® [Input]
Nothing.

® [Return value]
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» ERRORCODE_SUCCESS
Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4  System Function Control API

B.4.1 System Enable API
B.4.2 Set Enable Home Key

int setEnableHomeKey()
Function Description:

The scene of mobile marketing, mobile classroom are not allowed to swift the Home Key.

(Android 5.0 version supports App block.)
Parameter Description:

® [Input]boolean enable

true: allowed;
false: notallowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.1.1 Set Enable Back Key

int setEnableBackKey()
Function Description:

The scene of mobile marketing, mobile classroom are not allowed to swift the Back Key. (Android 5.0

version supports App block.)
Parameter Description:

® [[Input]boolean enable
true: allowed;

false: notallowed

® [Return value]
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» ERRORCODE_SUCCESS
Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.1.2 It appoints which package name are single App models

int setkioskApp()
Function Description:

It only allows specific App and exit the current interface is forbidden. It could achieve single App

mode by home key, back key or App black.
Parameter Description:

® [Input] String pkgName
Single App mode list.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.4.1.3 Set Date Time

int setDataTime()
Function Description:

Set Date Time (CDMA terminal default network synchronization is not included. )
Parameter Description:

® [Input] String year
Year
® [Input] String month
Month
® [Input] String date

Date
® [Input] String hour
Hour
® [Input] String min
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Minutes
® [Input] String sec

Second

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.1.4 Set Default Launcher
int setDefaultLauncher()
Function Description:

Set Default Launcher.
Parameter Description:

® [Input] String pkg
Launcher App’s package name;
® [Input] String className
Launcher App’s Launcher interface activity corresponding class name.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.1.5 Hide Navigation Bar
int hideNavigationBar()
Function Description:

Hide and display navigation bar.
Parameter Description:

® [Input]boolean enable
true: hide the navigation bar;

false: display the navigation bar.
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® [Return value]
» ERRORCODE_SUCCESS

Executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
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It should be finished the MTM-App identity authenticate function calls in advance.

B.4.3 Communication Management AP
B.4.2.1  SetEnable SMS

int setEnableSMS()
Function Description:

Set Enable function to receive and send SMS.

Parameter Description:
® [Input]boolean enable
true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.

Notice:

It should be finished the MTM-App identity authenticate function calls in advance.

B.4.2.2 Set Enable Radio

int setEnableRadio()
Function Description:

When the radio is on off state, it could not call or send message.

Parameter Description:
® [Input]boolean enable
true: On;

false: Off.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
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» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.2.3 Delete SMS

int deleteSMS()
Function Description:

Delete all tel No or related key words message from the in-box and outbox.
Parameter Description:

® [Input] String address
Contact Tel No

® [Input] String bodyKey
Message content’s key words.

If the address and bodyKey are not null, they could be matched; if address is null, bodyKey is
not null, it will match bodyKey; if bodyKey is null, it matches address; if they are both null,
it will delete all messages.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.2.4 Delete Contact

int deleteContact()
Function Description:

Delete all tel No through matching name and contact No.
Parameter Description:
® [Input] String name
Contact’s name.

® [Input] String phone

Contact’s telephone number.
If the name and phone are not null, they could be matched; if name is null, phone is not null,
it will match phone; if phone is null, it matches name; if they are both null, it will delete all
contacts.
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® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.2.5 Delete Call History

int deleteCallHistory()
Function Description:

Delete all calls history.
Parameter Description:

® [Input]
Nothing.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.4.2.6 End Call

int endCall()
Function Description:

End call
Parameter Description:

® [Input]
Nothing.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:

It should be finished the MTM-App identity authenticate function calls in advance.
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B.4.2.7 Set enable only emergency call
int setEnableOnlyEmergencyCall()
Function Description:

Set enable only emergency call
Parameter Description:

® [Input]boolean enable
true: Limit calls, only emergency calls are allowed;

false: Without limit calls.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.4.2.8 Set enable mobile data
int setEnableMobileData()
Function Description:

Set enable mobile data
Parameter Description:

® [Input]boolean enable
true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.4 Equipment control API

B.4.3.1 Remote reboot terminal

int reboot()
Function Description:
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Remote reboot is acceptable.
Parameter Description:

® [Input]
Nothing.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.
Notice:
It should be finished the MTM-App identity authenticate function calls in advance.
B.4.3.2 Set Airplane On
int setAirplaneOn()
Function Description:

Remote set Airplane on is acceptable.
Parameter Description:

® [Input]
Nothing.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.
Notice:
It should be finished the MTM-App identity authenticate function calls in advance.
B.4.3.3 SetAirplane Off
int setAirplaneOff()
Function Description:

Remote set Airplane off is acceptable.
Parameter Description:

® [Input]
Nothing.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
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» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.3.4 Shut down

int shutDown()
Function Description:

Remote shut down is acceptable.
Parameter Description:

® [Input]
Nothing.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.4.3.5 Lock screen

int lockScreen()
Function Description:

Lock screen, which used in device security control setting.
Parameter Description:

® [Input]
Nothing.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.4.3.6 Unlock screen

int unlockScreen()
Function Description:

58



T/ZSA 52—2018

Unlock screen, which used in device security control setting.

Parameter Description:
® [Input]
Nothing.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.3.7 Set password
int setPassword()
Function Description:

Remote setting password is acceptable.
Parameter Description:

® [Input] String newPassword

New password string.
® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.3.8 Factory reset

int factoryReset()
Function Description:

Remote factory resetting is acceptable, which used in device security control scene.
Parameter Description:
® [Input] int flags
0: wipe user’s data;
1: do not wipe user’s data.
® [Return value]
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» ERRORCODE_SUCCESS
Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.5 Data wiping and backups API

B.4.4.1 Delete email

int uninstallEmail()
Function Description:

Delete uninstall email.
Parameter Description:

® [Input]
Nothing.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.4.4.2 Wipe App temporary data
int wipeApp()
Function Description:

Remote wiping App temporary data is acceptable.
Parameter Description:

® [Input] String pName
path+file-name.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.
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B.4.4.3 Wipe device data

void wipeData()
Function Description:

Wipe device data
Parameter Description:

® [Input] int flags
0: wipe inside data;
1: wipe outside data-SD card.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.4.4 Remove video
int removeVideo()
Function Description:

Remove video to provide in the use of enterprise data security control scene.
Parameter Description:

® [Input] String pName
Path+file-name. (Video_Remove_Al], refers to remove all video.)

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.4.4.5 Remove picture
int removePicture()
Function Description:

Remove picture to provide in the use of enterprise data security control scene.
Parameter Description:

® [Input] String pName
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Path+file-name.(Picture_Remove_Al], refers to remove all pictures.)

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.4.6 Remove schedule
int removeSchedule()
Function Description:

Remove schedule to provide in the use of enterprise data security control scene.
Parameter Description:

® [Input] String pName
Path+file-name.(Schedule_Remove_Al], refers to remove all schedules.)

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.6 Copy and Paste API

B.4.5.1 Set enable clip board
int setEnableClipboard()
Function Description:

Set enable clip board
Parameter Description:

® [Input]boolean enable

true: allowed;

false: not allowed.,

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
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» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.4.5.2 Set enable capture screen
int setEnableCaptureScreen()
Function Description:

Set enable capture screen function.
Parameter Description:

® [Input]boolean enable
true: allowed;

false: not allowed.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.4.7 Subclass GPS Control and Management API

Class MtmGPSManager
Function Description:

GPS control and management subclass is responsible for the management various GPS
functions of intelligent terminal device. MtmGPSManager is the subclass of

EMCG_MTM_Manager.

B.4.6.1 GPS Control

int setEnableGps()
Function Description:

Set enable GPS.
Parameter Description:

® [Input]boolean enable

true: allowed;

false: not allowed.
® [Return value]
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» ERRORCODE_SUCCESS
Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.
Notice:

It should be finished the MTM-App identity authenticate function calls in advance.

B.4.8 Open interface control API

B.4.7.1 Set iptables configuration management
int setEnablelptables ()
Function Description:

Set iptables configuration management.
Parameter Description:

® [Input]boolean enable

true: allowed;

false: not allowed.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.5 Peripheral Control API

B.5.1 Subclass USB Management API

Class MtmUSBManager
Class Description:

USB management subclass is responsible for the management various USB functions of

intelligent terminal device. MtmUSBManager is the subclass of EMCG_MTM_Manager.

B.5.1.1 USB debug mode

int setEnableUsbAdb()
Function Description:

Set enable USB Adb
Parameter Description:
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® [Input]boolean enable

true: On;
false: Off.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.5.1.2 USB Control
int setEnableUsbFunction()
Function Description:

If the USB communication is forbidden, only keeps battery charges.
Parameter Description:

® [Input]boolean enable

true: allowed;

false: not allowed.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.5.1.3 USB-MTP Control
int setEnableUsbMTP()
Function Description:

Set enable USB media stream transmission.
Parameter Description:

® [Input]boolean enable
true: allowed;

false: not allowed.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
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» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.5.1.4 USB-PTP Control

int setEnableUsbPTP()
Function Description:

Set enable USB picture transmission.
Parameter Description:

® [Input]boolean enable

true: allowed;

false: not allowed.,

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.5.1.5 Set USB mass storage
int setEnableUsbMassStorage()

Function Description:

Set enable USB mass storage.
Parameter Description:

® [Input]boolean enable

true: allowed;

false: not allowed.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.
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B.5.1.6 Set USB to swift network card control
int setEnableUsbRNDIS()
Function Description:

Set USB to swift network card control
Parameter Description:

® [Input]boolean enable

true: allowed;

false: not allowed.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.5.1.7 USB network share

int setEnableUsbTethering()
Function Description:

Open or off the USB network share is acceptable.
Parameter Description:

® [Input]boolean enable
true: On;

false: Off.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.
Notice:

[t should be finished the MTM-App identity authenticate function calls in advance.

B.5.2 Storage Management API

B.5.2.1 Storage access control (SD or TF card)

int setEnableSDCard ();
Function Description:

Set enable SD card storage access.

Parameter Description:
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® [Input]boolean enable
true: allowed:;

false: not allowed.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.5.2.2 Mount SD Card
int mountSDCard ();
Function Description:

Mount SD card (TF card), which used in device security control scene or system support and

App access SD card.
Parameter Description:

® [Input]
Nothing.
® [Return value]
» ERRORCODE_SUCCESS
Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.5.2.3 Mount SD Card
int umountSDCard ();
Function Description:

Mounting SD card (TF card) is used in device security control scene or system support & App

access SD card.
Parameter Description:

° [Input]
Nothing.

® [Return value]
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» ERRORCODE_SUCCESS
Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.5.2.4 Unmount SD Card

int eraseSDCard();
Function Description:

Unmount all SD card’s data, which could unmount specific inside or outside storage.
Parameter Description:

° [Input] int flag
0: wipe inside storage;

1: wipe outside storage.
® [Return value]

» ERRORCODE_SUCCESS
Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.5.3 Camera Management Subclass API

Class MtmCamaraManager
Class Description:

Camera management subclass is responsible for the management various camera functions of

intelligent terminal device. MtmCameraManager is the subclass of EMCG_MTM_Manager.

B.5.3.1 Set enable camera

int setEnabledCamera ();

Function Description:

Open or off the camera is acceptable, which provides mobile device security scene.
Parameter Description:

° [Input] boolean enable
true: allowed;

false: notallowed
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® [Return value]
» ERRORCODE_SUCCESS

Executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.
Notice:

It should be finished the MTM-App identity authenticate function calls in advance.

B.5.4 Recorder Management Subclass API

Class MtmRecorderManager
Class Description:

Recorder management subclass is responsible for the management various recorder functions

of intelligent terminal device. MtmRecorderManager is the subclass of EMCG_MTM_Manager.

B.5.4.1 Set Enable Microphone Mute

void setMicrophoneMute();

Function Description:

Set Enable Microphone Mute
Parameter Description:

° [Input] boolean enable
true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.5.4.2 Set Enable Audio Recorder

int setEnableAudioRecorder ();

Function Description:

Set Enable Audio Recorder
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® [Input] boolean enable

tr true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.
Notice:
It should be finished the MTM-App identity authenticate function calls in advance.
B. 6 App Management and Control API
B.6.1 App Configuration API

This chapter refers to the email and App configuration.

B.6.1.1 Add Mail Config

int addMailConfig ();
Function Description:

It supports Exchange, POP3 and IMAP accounts.
Function Description:

o [Input] String configstring
Mail configuration info and XML structure, please see appendix format.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.1.2 Delete Mail Config
int deleteMailConfig ();
Function Description:

Delete Mail config
Parameter Description:

[ [Input]
Nothing.

® [Return value]

71



T/ZSA 52—2018
» ERRORCODE_SUCCESS
Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.1.3 Update Mail Config
int updateMailConfig();
Function Description:

It supports Exchange, POP3 and IMAP accounts.
Parameter Description:

° [Input] String configstring
Mail configuration info and XML structure, please see appendix format.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.6.1.4 Get Running App List
int getRunningAppList();
Function Description:

Get Running App List, such as com.tencent.qq and com.baidu.map, etc.
Parameter Description:

o [Input]String returnNames

Return to one parameter, which includes many App package name parameters.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.1.5 Get App Install History

String getApplnstallHistory();
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Function Description:

Get App Install History
Parameter Description:

] [Input]
Nothing.
® [Return value] String
App install history records are presented with XML format, which include every App’s
installation date, time, package name and whether the installation success. Please see
attached specific format.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.1.6 Start App
int startApp();
Function Description:

Start specific App package program.
Parameter Description:

] [Input]String appID
Input App package program name, such as: “com.baidu.browser”.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.1.7 End App
int endApp();
Function Description:

End specific App program.
Parameter Description:

] [Input]String appID
Input App program package name.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
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» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.1.8 Set Enable App Auto Run
int setEnableAppAutoRun();
Function Description:

Set Enable App Auto Run
Parameter Description:

® [Input]String appID

Input App program package name,
® [Input]boolean enable

true: add;

false: delete.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.
Notice:

It should be finished the MTM-App identity authenticate function calls in advance.
B.6.2 Native Browser Subclass API

Class MtmBrowserManager
Class Description:

Native Browser Subclass API is responsible for the subclass of EMCG_MTM_Manager.

B.6.2.1 Browser access

int setEnableNativeBrowser();
Function Description:

Set Enable Native Browser
Parameter Description:

[ [Input] boolean enable
true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
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» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.2.2 Browser cookie control
int setEnableBrowserCookie();
Function Description:

Set enable Browser cookie access.
Parameter Description:

[ [Input] boolean enable

true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.6.2.3 Browser javascript control

int setEnableBrowserJavascript();
Function Description:

Set enable Browser javascript access.
Parameter Description:

o [Input] boolean enable

true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.6.2.4 Set Enable Browser Pop Window

int setEnableBrowserPopWindow();
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Function Description:

Set Enable Browser Pop Window
Parameter Description:

] [Input] boolean enable
true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.2.5 Set Enable Browser Auto Fill
int setEnableBrowserAutoFill ();
Function Description:

Set Enable Browser Auto Fill
Parameter Description:

[ [Input]boolean enable

true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.2.6 Browser https Security Warning

int setEnableBrowserSafetyWarning ();
Function Description:

Set Browser https Security Warning.
Parameter Description:

®  [[Input]boolean enable

true: allowed;

false: not allowed
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® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.2.7 URL access
int setBrowserUrIBlockingMode();

Function Description:

Set URL access.
Parameter Description:

] [Input]int blockingMode
URL access mode:
» 0: notallowed to access;
» 1: setblacklist mode;

» 2: setwhitlist mode.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.6.2.8 Add Browser Bookmark
int addBrowserBookmark();
Function Description:

Add Browser Bookmark.
Parameter Description:

o [Input]String bookmarkName
Bookmark Name;

® [Input]String url
Bookmark Url address.

® [Return value]
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» ERRORCODE_SUCCESS
Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.
Notice:

It should be finished the MTM-App identity authenticate function calls in advance.

B. 6.3 App installation, operation and removing subclass API

Class MtmAppManager
Class Description:

App installation, operation and removing management subclass is the subclass of

EMCG_MTM_Manager.

B.6.3.1 Silent mode of installation App
int forcelnstallApp ();
Function Description:

Force and silent install specific App.
Parameter Description:

o [Input]String appFilePath
App FilePath.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.
Notice:
It should be finished the MTM-App identity authenticate function calls in advance.
B.6.3.2 Force Uninstall App
int forceUninstall App ();
Function Description:

Force and silent uninstall specific package App.
Parameter Description:

] [Input]String appID
Uninstallation App package name.

® [Return value]
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» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:

It should be finished the MTM-App identity authenticate function calls in advance.
B.6.3.3 Set Enable App Installation
int setEnableApplnstallation();
Function Description:

Enable the installation of SD/TF card’s software package or the installation by third party.
Parameter Description:

o [Input]boolean enable
true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.
Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.
B.6.3.4 Set Enable App Uninstallation
int setEnableAppUninstallation();
Function Description:

Set Enable App Uninstallation, which includes the user could not uninstall App through adb and
third party’s App.
Parameter Description:

o [Input]boolean enable

true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.
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B.6.3.5 Set Enable Kill App

int setEnableKillApp();
Function Description:

Set enable kill App specific process or service, which includes the user could kill App through

adb and third party’s App.
Parameter Description:

° [Input]String appID

Specific package App name or service
® [Input]boolean enable

true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.3.6 Set Enable ADB

int setEnableADB();
Function Description:

Set enable ADB install or uninstall App, which includes relying on ADB negotiated third party

functions.
Parameter Description:

o [Input]boolean enable

true: allowed;

false: notallowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;

» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.
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B.6.3.7 Set Enable Execute App

int setEnableExecute App();
Function Description:

Set enable executive specific package App name.
Parameter Description:

® [Input]String appID

Specific package App name or service
® [Input]boolean enable

true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.3.8 Erase App Data

int eraseAppData();
Function Description:

Erase specific App Data.
Parameter Description:

° [Input] String appID
Specific App package name.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.6.3.9 Set Enable Recent App

int setEnableRecentApp();

Function Description:
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Set Enable Recent App.
Parameter Description:

[ [Input]boolean enable

true: allowed;

false: not allowed

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.6.4 App’s black and white list API

Class MtmAppFilterManager
Class Description:

App’s black and white list filtering capability is the subclass of EMCG_MTM_Manager.

B.6.4.1 Set App Running Block Mode
int setAppRunningBlockMode();
Function Description:

Set App Running Block/White Mode
Parameter Description:

° [Input]int blockingMode
App blocking mode:
» 0: black/white list mode are not allowed;
» 1: setblacklist mode;

» 2: setwhite list mode.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.
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B.6.4.2 Set App Running Block Config

int setAppRunningBlockConfig();
Function Description:

Running block configuration’s content includes black list and white list information. It could
activate black and white list through setting App running block mode.
Parameter Description:
° [Input] String blockingConfiglnfo
Set App Running Block Config.

App Running Block Config Format:
<?xml version="1.0" encoding="UTF-8"7>
<APP_RUNNING_BLOCK_CONFIG>
<BLACKLIST>
<APPITEM>
<NAME>aixiaochu</NAME>
<APPID>com.test.aixiaochu</APPID>
</APPITEM>
<APPITEM>
<NAME>kuaipao</NAME>
<APPID>com.unknown.kuaipao</APPID>
</APPITEM>
</BLACKLIST >
<WHITELIST>
<APPITEM>
<NAME>weixin</NAME>
<APPID>com.tencent.weixin</APPID>
</APPITEM>
<APPITEM>
<NAME> com.baidu.ime </NAME>
<APPID>com.baidu.ime</APPID>
</APPITEM>
</WHITELIST>
</APP_RUNNING_BLOCK_CONFIG>

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.
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B.6.4.3 Set App Install Block Mode

int setApplnstallBlockMode();
Function Description:

Set App black/white list install mode
Parameter Description:

® [Input]int blockingMode
App blocking mode:
» 0: black/white list mode are not allowed;
» 1: setblacklist mode;

> 2: setwhite list mode.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.6.4.4 Set App Install Block Config

int setApplnstallBlockConfig();
Function Description:

Install block configuration’s content includes black list and white list information. It could
activate black and white list through setting App running block mode.
Parameter Description:
[ [Input] String blockingConfigInfo
App Install Block Config
App Install Block Config File’s Format:

<?xml version="1.0" encoding="UTF-8"7>
<APP_INSTALL_BLOCK_CONFIG>
<BLACKLIST>
<APPITEM>
<NAME>aixiaochu</NAME>
<APPID>com.test.aixiaochu</APPID>
</APPITEM>
<APPITEM>
<NAME>kuaipao</NAME>
<APPID>com.unknown.kuaipao</APPID>
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</APPITEM>
</BLACKLIST >
<WHITELIST>
<APPITEM>
<NAME>weixin</NAME>
<APPID>com.tencent.weixin</APPID>
</APPITEM>
<APPITEM>
<NAME> com.baidu.ime </NAME>
<APPID>com.baidu.ime</APPID>
</APPITEM>
</WHITELIST>
</APP_INSTALL_BLOCK_CONFIG>

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
[t should be finished the MTM-App identity authenticate function calls in advance.

B.6.4.5 Force App Keep Running

int forceAppKeepRunning();
Function Description:

Setting force specific App running’s list information to maintain the operation.
Parameter Description:
o [Input] String keepRunningApplnfo
App force running configuration

App force running configuration format:

<?xml version="1.0" encoding="UTF-8"7>
<KEEP_RUNNING_APP_CONFIG>

<APPITEM>
<NAME>aixiaochu</NAME>
<APPID>com.test.aixiaochu</APPID>
</APPITEM>
<APPITEM>
<NAME>kuaipao</NAME>
<APPID>com.unknown.kuaipao</APPID>

</APPITEM>
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</KEEP_RUNNING_APP_CONFIG>

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.4.6 Uninstall App Black List

int uninstallAppInBlackList ();
Function Description:

Uninstall App all Black List.
Parameter Description:

o [Input]
Nothing.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.
Please see the reference of setting ApplnstallBlockConfig function.

B.6.4.7 Set Forbid Uninstallation List

int setForbitUninstallationList();
Function Description:

Set forbid uninstallation list and to ensure these certain Apps could not be uninstalled by users.
Parameter Description:

] [Input] String forbitUninstallationAppInfo
App Running Config
App Running Config File’s Format:
<?xml version="1.0" encoding="UTF-8"?>
<FORBIT_UNINSTALL_APP_CONFIG>
<APPITEM>

<NAME>aixiaochu</NAME>
<APPID>com.test.aixiaochu</APPID>
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</APPITEM>
<APPITEM>
<NAME>kuaipao</NAME>
<APPID>com.unknown.kuaipao</APPID>
</APPITEM>
</FORBIT_UNINSTALL_APP_CONFIG>

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B.6.4.8 Set URL Blocking Mode

int setURLBIlockingMode();
Function Description:

Set URL blocking mode, including black list, white list and normal mode.
Parameter Description:

[ [Input]int blockingMode
App blocking mode:
» 0: black/white list mode are not allowed;
» 1: setblacklist mode;

» 2: setwhite list mode.

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value
If it is error, please see the chapter of “error code definition”.

Notice:
® [t should be finished the MTM-App identity authenticate function calls in advance.

B.6.4.9 Set URL Blocking Config

int setURLBIlockingConfig();
Function Description:

Setting URL block configuration’s content includes black list and white list information. It could

activate black and white list through setting URL Blocking mode.
Parameter Description:
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o [Input] String blockingConfiglnfo
URL Blocking Configuration’s format:

<?xml version="1.0" encoding="UTF-8"7>
<URL_BLOCK_CONFIG>
<BLACKLIST>
<URLITEM>
<NAME>Bad Url#1</NAME>
<URL>fakebank.com</ URL >
</URLITEM>
<URLITEM>
<NAME> Bad Url#1</NAME>
<URL>www.getsomemoney.com</URL>
</URLITEM>
</BLACKLIST>
<WHITELIST>
<URLITEM>
<NAME>qiyeneiwang</NAME>
<URL>192.168.1.112</URL>
</URLITEM>
</WHITELIST>
</URL_BLOCK_CONFIG>

® [Return value]
» ERRORCODE_SUCCESS

Executive correct;
» Other value

If it is error, please see the chapter of “error code definition”.

Notice:
It should be finished the MTM-App identity authenticate function calls in advance.

B. 7 Error Code Definition

Function Normal Error Code Definition Table

Value
Error Code Definition numbe Meaning

r

ERRCODE_SUCCESS 0 Function operation is
correct.

ERRCODE_UNKNOWN -1 Unknown Exception Error
ERRCODE_EXECUTEERR -2 Executive Error
ERRCODE_PERMISSIONERR -3 Permission Error
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Object is not found. ( Such
ERRCODE_OBJECTNOTFOUNDERR -4 as SIM card, WIFI device
and Bluetooth, etc.)

APP signature certificate

ERRORCODE_INVALIDSIGNATURE -11 . .
isin valid.
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